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OBSERVED COVID-19 FRAUD SCHEMES 
 
The following table lists the titles of observed Coronavirus Disease 2019 (COVID-19) fraud schemes, 
organized by fraud risk categories1. Click on the title to access a summary of the fraud scheme and 
source.  
 

Title of Observed COVID-19 Fraud Scheme 
Bribery and Corruption 

Landlord Faces Sexual Harassment Lawsuit 

Health Care Executive Charged in Scheme to Defraud Investors and Health Care Benefit Programs 

Commodities Fraud 

Buffalo Women Spits on Postal Employee 

St. Petersburg Man Indicted For Threatening To Spread COVID-19 

U.S. Department of the Interior Top Management Challenges - Pandemic Response 

Education OIG Coronavirus Relief Oversight Plan 

Oversight of USAID's Response to COVID-19 

Advisory Notice - Key Questions To Inform USAID's COVID-19 Response 

Top Oversight Challenges Facing the Department of Commerce to Ensuring That Pandemic Funds Are 
Timely and Appropriately Spent 
How to Spot, Avoid, and Report Imposter Scams 

Cyber Fraud 
Email Phishing Scams Related to Coronavirus 

COVID-Themed Web Sites 

Coronavirus Malware Packages 

Pandemic Response Accountability Committee - Top Challenges Facing Federal Agencies 

Challenges for Consideration in Implementing and Overseeing the CARES Act 

FBI Sees a Rise in Fraud Schemes 

Employee Embezzlement 
Stolen COVID-19 Related Medical Supplies 

Stealing Hundreds Of Surgical Masks From Veterans Affairs Medical Center 

Financial Statement Fraud 
United States Department of Agriculture Office of Inspector General OIG Plan-Oversight of COVID19 
Funding 

Fraud by Venders and Sellers 
PPE Scams 

DOJ Provided Substandard or Mislabeled Personal Protective Equipment 

Defraud Veterans Affairs Through Sale of Non-Existing Medical Supplies 

Fake Sale of PPE from Thailand National 

Scheme To Sell N95 Masks 

                                                 
1 Fraud risk categories align to those presented in the Association of Certified Fraud Examiners (ACFE) September 2020 edition 
of the Fraud in the Wake of COVID-19: Benchmarking Report, located at https://www.acfe.com/covidreport.aspx. 
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Title of Observed COVID-19 Fraud Scheme 
Price-Gouging of PPE 

Defective and Misbranded Masks Falsely Purporting to be KN95 Respirators 

Licensed Pharmacist Charged With Hoarding And Price Gouging Of N95 Masks 

Price Gouge New York City During COVID-19 

Michigan Man Charged With COVID-19 Related Wire Fraud 

FTC Halts Scheme that Falsely Claimed to Offer Unlimited Inmate Calling Plans 

FTC Has No Time for Allegedly Deceptive “Unlimited Minutes” Claims 

HHS OIG Strategic Plan 2020-2025 

FTC Data on Scams Originating on Social Media 
Health Care Fraud 

Pump and Dump 

Fake Cures 

At-Home Tests and “Virucide” Products 

Fraudulent Testing Claims 

Sale of Illegal Products 

Sale of Unregistered Pesticides 

Sale of Illegal Products Claiming to Protect Against COVID-19 

Georgia Man Defraud Health Care Benefit Programs 

Fraudulent Coronavirus Testing 

Utah Man Posing As Medical Doctor to Sell COVID Cure 

Falsely Marketing Herbal Mixtures as FDA-Approved Treatment for COVID-19 

Multiple Websites Claiming To Offer Preorders For COVID-19 Vaccine 

Toxic Bleach Sold as “Miracle” Cure for COVID-19 

Investment Fraud Scheme Centering on Bogus Claims of COVID-19 Cure 

Colloidal Silver As Treatment For COVID-19 

Defraud Health Care Benefit Programs Related to Cancer Genetic Testing and COVID-19 Testing 

Smuggling and Importing Misbranded Chloroquine from China for Attempted Resale 

New York City Man Arrested on Fraud Charges for Selling Stolen COVID-19 Testing Services 

Trafficking in Misbranded Drugs Claiming they Could Prevent COVID-19 

Macomb County Doctor Charged In Health Care Fraud Scheme 

COVID-19 Fraud Domain Seized from Seller Who Attempted to Sell It Using Bitcoin 

COVID Relief Fraud, Health Care Fraud and Money Laundering 

COVID-19 Challenges for the U.S. Department of Justice 

FYs 2020-2021 EPA Top Management Challenges 

Interim Report - Review of the Office of Justice Programs' Administration of CARES Act Funding 

EPA OIG's Response to the COVID-19 Pandemic 

A Message from HHS OIG Leadership on COVID-19 Fraud 

Fraud Alert and Potential Scams Issued by the US Department of Justice 

Product Falsely Claiming to Prevent or Treat COVID-19 
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Title of Observed COVID-19 Fraud Scheme 
Identity Theft 

Offers of Bogus COVID-19 Tests to Obtain PII and PHI 

Contact-Tracing Text Message Scams 

Fraudulent Application of Economic Injury Disaster Loan (EIDL) 

Stimulus Check Scams 

Interim Results of the 2020 Filing Season: Effect of COVID-19 Shutdown on Tax Processing and 
Customer Service Operations and Assessment of Efforts to Implement Legislative Provisions 

Identification Theft of USDA SNAP Program Participants 

Insurance Fraud 
Insurance Overcharges 

Loan and Bank Fraud 
Fraudulent Loan Application by Reality TV Personality 

Fraudulent Loan Applications by Texas-Based Engineer 

Fraudulent Loan Applications by Alleged Restaurant Business 

PPP Loan Fraud in Florida and Ohio 

Game of Thrones PPP Fraud 

Paycheck Protection Program and Economic Injury Disaster Loan Scams 

Defense Contractor Charged with Bank Fraud, PPP Fraud, and Money Laundering 

Loan Fraud Charges 

PPP Application Fraud 

Hollywood Film Producer PPP Fraud 

Multi-Million PPP Fraud Scheme 

Seattle Doctor Charged with COVID Relief Fraud 

California Man Charged with COVID-Relief Fraud 

St. Paul Man Charged With COVID-Relief Fraud, Money Laundering 

North Carolina Man Charged with COVID-19 Relief Fraud 

Warwick Man Admits to Conspire to Fraudulently Obtain COVID-19 Stimulus Loans 

RI Man Charged with Fraudulently Seeking $4.7 Million in Covid-19 Stimulus Loans 

West L.A. Man Charged with Fraudulently Obtaining COVID-Relief Loans 

Houston Entrepreneur COVID Relief Fraud 

Texas Women Fraudulently Obtains COVID Relief Funds 

Man Charged with $5 Million Coronavirus Relief Loan Scheme 

Software Engineer Charged with Relief Loan Scheme 

Illinois Man Charged with Coronavirus Relief Loan Scheme 

Two Men Use Synthetic Identities, Existing Shell Companies, and Prior Fraud Experience to apply for 
COVID Relief Loan 

Massachusetts Man Charged with COVID-Relief Fraud 

New York Brothers Charged With COVID-Relief Fraud 

Small Business Owner PPP Fraud 
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Title of Observed COVID-19 Fraud Scheme 
Engineer Charged in Texas with COVID-Relief Fraud 

Texas Man Charged with COVID Relief Fraud 

Washington Tech Executive Charged with COVID-Relief Fraud and Money Laundering 

Arkansas Project Manager COVID Relief Fraud 

Fort Myers Business Owner COVID Relief Fraud 

More Seizures of COVID Fraud Schemes 

Texas Man False Payroll Documents to Obtain COVID Relief 

Detroit COVID-19 Fraud Scheme 

NFL Player Charged in South Florida COVID Relief Fraud 

Seven Charged with Money Laundering Involving PPP Program 

Falsely Claiming to be Farmers in COVID Relief Fraud 

Nevada Man Charged with Using COVID-Relief Fraud 

COVID-Relief Fraud and Money Laundering in Minnesota 

COVID Relief Fraud Scheme by Taiwanese National 

Nevada Woman Charged with COVID-Relief Fraud 

COVID-Relief Fraud in San Fernando 

Paycheck Protection Program and Related Loan Fraud in D.C. 

Five Charged in Paycheck Protection Program Fraud Scheme 

Nine Charged in COVID-Relief Fraud Scheme 

Little Rock Woman Charged with COVID Relief Fraud 

D.C. Contractor COVID-Relief Fraud 

COVID Relief Fraud and Health Care Fraud 

Ophthalmologist Indicted For Defrauding SBA Program 

Dayton Business Owner Charged with COVID-Relief Fraud 

COVID-19 Related Loan Fraud 

Chinese National COVID Relief Fraud 

Triple-Dipping; and Name Dropping to Obtain PPP Loans 

Serious Concerns of Potential Fraud in EIDL Program 

PPP Loan Used to Purchase $318,497 Lamborghini 
Payment Fraud 

Florida Men Charged with Stealing Credit, Tax Refunds, COVID-19 Stimulus Checks 

Mother and Daughter Charged with COVID-19 Related Wire Fraud 

Top Pandemic Challenges Facing the U.S. Department of Labor 

USDA Management Challenges for Pandemic-Related Responsibilities 

Management Alert:  Top Oversight Challenges Facing the Department of Commerce to Ensuring That 
Pandemic Funds Are Timely and Appropriately Spent 

Alert Memorandum:  The Pandemic Unemployment Assistance Program Needs Proactive Measures to 
Detect and Prevent Improper Payments and Fraud 

Employment and Training Administration - COVID-19:  More Can Be Done to Mitigate Risk to 
Unemployment Compensation Under the CARES Act 
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Title of Observed COVID-19 Fraud Scheme 
Significant Concerns:  Expediting Pandemic Response Efforts while Protecting Workers' Benefits 

ACH Transactions During COVID-19 

Unemployment Fraud 
COVID-19 Related Mail Fraud 

Stolen PII Used to Claim Unemployment Benefits 

Fraudulent Unemployment Claims 

US DOL Prevents Fraudulently Filed Unemployment Insurance Claims 

Maryland DOL Uncovers Massive fraudulent Unemployment Insurance Claims Scheme 

State Contractor Charged in $2 million Unemployment 

Unemployment Fraud Scheme 

Unemployment Insurance Scam 

Chester County COVID-19 Related Unemployment Fraud 

Fraudulent Unemployment Insurance Application 

Le Mars COVID-19 Related Unemployment Fraud 

COVID-19 Related Unemployment Fraud in Iowa 

CARES Act Unemployment Fraud 

Unemployment Fraud and Identity Fraud 

Seize Over $80,000 Tied to COVID-19 Unemployment Fraud 

DOL OIG Pandemic Response Oversight Plan 

Advisory Report - CARES ACT:  Initial Areas of Concern Regarding Implementation of 
Unemployment Insurance Provisions 
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The following table summarizes observed Coronavirus Disease 2019 (COVID-19) fraud schemes, 
organized by fraud risk categories2. The schemes listed in this table are not meant to be all-inclusive, but 
rather to assist an organization in performing a risk assessment to identify areas vulnerable to fraud. This 
list can serve both as a starting point for the risk assessment process and as a check following the risk 
assessment process. By reviewing this list and considering whether a scheme could happen within the 
organization, the assessment team can identify potential fraud risks within its organization. Additional 
consideration during the risk assessment process is needed to determine how an organization’s specific 
industry, location, and cultural factors can influence fraud risks. 
 

Summaries of COVID-19 Fraud Schemes 
Bribery and Corruption 

Landlord Faces Sexual Harassment Lawsuit 
 
In the state of New Jersey, a landlord (Centanni) has used eviction threat and housing benefits to 
tenants for sexual favors on multiple occasions since at least 2005. 
 
Attorney General recently reaffirmed this commitment by directing the Justice Department to deploy 
all available enforcement tools against anyone who tries to capitalize on the COVID-19 crisis by 
sexually harassing people in need of housing. 
 
Source:  HUD OIG, Department of Justice Files Sexual Harassment Lawsuit Against Owner of Rental 
Properties in Elizabeth, New Jersey  
 
Return to Table 
Health Care Executive Charged in Scheme to Defraud Investors and Health Care Benefit 
Programs 
 
Health care executive defrauded Medicare through illegal kickbacks and bribes, and then turned to 
exploiting the pandemic by fraudulently promoting an unproven COVID-19 test to the market. 
 
Source:  DoD OIG, VA OIG, Medical Technology Company President Charged in Scheme to Defraud 
Investors and Health Care Benefit Programs  
 
Return to Table 
Commodities Fraud 
 
A federal grand jury indicted Kenzley Ramos, 27, of Lawrenceville, Georgia, on one count of 
commodities fraud for falsely promising investors that he would trade their money on foreign currency 
exchange markets while pocketing their funds. 
 
Source:  PRAC, U.S. Attorney’s Office Northern District of Texas , Le Mars Man Pleads Guilty to 
COVID-19 Related Unemployment Fraud  
 
Return to Table 

                                                 
2 Fraud risk categories align to those presented in the Association of Certified Fraud Examiners (ACFE) September 2020 edition 
of the Fraud in the Wake of COVID-19: Benchmarking Report, located at https://www.acfe.com/covidreport.aspx. 

https://www.hudoig.gov/newsroom/press-release/department-justice-files-sexual-harassment-lawsuit-against-owner-rental
https://www.hudoig.gov/newsroom/press-release/department-justice-files-sexual-harassment-lawsuit-against-owner-rental
https://www.dodig.mil/Criminal-Investigations/Article/2214166/medical-technology-company-president-charged-in-scheme-to-defraud-investors-and/
https://www.dodig.mil/Criminal-Investigations/Article/2214166/medical-technology-company-president-charged-in-scheme-to-defraud-investors-and/
https://www.justice.gov/usao-ndia/pr/le-mars-man-pleads-guilty-covid-19-related-unemployment-fraud
https://www.justice.gov/usao-ndia/pr/le-mars-man-pleads-guilty-covid-19-related-unemployment-fraud
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Summaries of COVID-19 Fraud Schemes 
Buffalo Women Spits on Postal Employee 
 
On March 19, 2020, at approximately 6:50 p.m., the defendant drove her vehicle into the parking lot of 
the Cheektowaga Branch Post Office by traveling the wrong way through an exit driveway. A USPS 
Letter Carrier (Letter Carrier) collecting mail from the mailboxes in the parking lot advised Daniels-
Johnson that she had entered the parking lot through the exit driveway. In response, the defendant 
shouted profanities at the Letter Carrier and threatened to cough on him to give him the Coronavirus. 
The manager of the Cheektowaga Branch Post Office came out to the parking lot and attempted to 
calm Daniels-Johnson down. The defendant subsequently drove her vehicle out of the parking lot, 
passing by the Letter Carrier, who had resumed collecting mail from the mailboxes. As she passed the 
Letter Carrier, Daniels-Johnson stopped her vehicle and told the Letter Carrier her husband was going 
to beat him up, and then spit on the Letter Carrier, hitting the Letter Carrier in the leg. 
 
Source:  PRAC, The US Attorney’s Office Western District of New York, Buffalo Woman Pleads 
Guilty To Assault For Spitting On Postal Employee And Claiming To Have The Coronavirus  
 
Return to Table 
St. Petersburg Man Indicted For Threatening To Spread COVID-19 
 
According to court documents, on March 27, 2020, officers from the St. Petersburg Police Department 
responded to a domestic violence call involving Curry. During Curry’s arrest, he turned to an officer, 
declared that he was infected with the Coronavirus, and coughed on the officer’s arm. The following 
day, Curry bonded out of the Pinellas County Jail. 
On the evening of March 28, 2020, police were again called to the same residence where they had 
previously encountered Curry and arrested him a second time. During his arrest, Curry spit on an 
arresting officer multiple times—hitting the officer in the face, nose, and inside her mouth with blood-
filled saliva. Curry again claimed to have the Coronavirus, laughed, and announced that he was 
spreading the virus around. Law enforcement subsequently obtained and executed a search warrant to 
test Curry for COVID-19. Curry tested negative. Individuals close to Curry and jail personnel reported 
that Curry had not shown any symptoms of COVID-19. 
 
Source:  PRAC, The US Attorney’s Office Middle District of Florida, St. Petersburg Man Indicted For 
Threatening To Spread COVID-19 By Spitting And Coughing On Police Officers  
 
Return to Table 
U.S. Department of the Interior Top Management Challenges - Pandemic Response 
 
Challenges: Indian Country and the Insular Areas susceptible to fraud, waste, mismanagement, and 
abuse. Examples include: nepotism; improper payments to related parties; hiring deficiencies; internal 
control and general financial management deficiencies; lack of transparency, inadequate oversight, and 
flawed reporting systems (p.2). Since the emergence of COVID-19, the Federal Bureau of 
Investigation (FBI) has reported a significant rise in scams such as phishing and malware schemes, 
requiring extra vigilance. As of April 21, 2020, the FBI’s Internet Crime Complaint Center reported 
about 3,600 claims related to online COVID-19 scams (p.3). 
 
Source:  DOI OIG, U.S. Department of the Interior Top Management Challenges - Pandemic 
Response  
 
Return to Table 

https://www.justice.gov/usao-wdny/pr/buffalo-woman-pleads-guilty-assault-spitting-postal-employee-and-claiming-have
https://www.justice.gov/usao-wdny/pr/buffalo-woman-pleads-guilty-assault-spitting-postal-employee-and-claiming-have
https://www.justice.gov/usao-mdfl/pr/st-petersburg-man-indicted-threatening-spread-covid-19-spitting-and-coughing-police
https://www.justice.gov/usao-mdfl/pr/st-petersburg-man-indicted-threatening-spread-covid-19-spitting-and-coughing-police
https://www.doioig.gov/sites/doioig.gov/files/DOIOIG_PRACTopManagementChallenges_070120.pdf
https://www.doioig.gov/sites/doioig.gov/files/DOIOIG_PRACTopManagementChallenges_070120.pdf
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Summaries of COVID-19 Fraud Schemes 
Education OIG Coronavirus Relief Oversight Plan 
 
Risks: Public corruption, contract and procurement fraud, embezzlement, distance education fraud 
rings, violations of the incentive compensation ban, and consumer fraud schemes like student debt 
relief, unlawful hoarding, price gouging, vaccine scams, supply scams, charity scams, phishing, 
malware apps, investment scams, fraudulent CARES Act or loan consolidation schemes, unauthorized 
access to Department and FSA information technology resources or accounts (p.3). 
 
Source:  Education OIG, Education OIG Coronavirus Relief Oversight Plan  
 
Return to Table 
Oversight of USAID's Response to COVID-19 
 
Risks: USAID-branded COVID-19 commodities appearing for sale in open markets or anywhere else 
outside of response activities. Conflicts of interest between project staff and local vendors. 
Procurement steering or bid-rigging by primary project staff and/or sub-implementers. Incomplete 
project activities that have been falsely invoiced by implementers. Invoicing that includes costs that are 
far beyond local market rates. Program fraud that includes inflation of service records or beneficiaries. 
Product substitution or sub-quality commodities that have been procured for the response. Diversion or 
theft of commodities by local armed groups or terrorist organizations. Any incidents of sexual 
exploitation or abuse; especially between project staff and beneficiaries. Any issues with potential 
fraud with third-party monitoring entities in regions with remote access. Fraud occurring within food 
distribution or cash-based assistance programs. Fraud occurring during the recruitment and hiring 
process for project staff. Procurement specifications that are so restrictive they effectively exclude 
competing firms. Government supplies and equipment that are shipped to non-Government addresses. 
Contractors or grantees who fail to meet contract terms but are not penalized. Contract or grant 
documents that are altered, backdated, or modified. 
 
Source:  USAID OIG, Oversight of USAID's Response to COVID-19  
 
Return to Table 
Advisory Notice - Key Questions To Inform USAID's COVID-19 Response 
 
Risks: Divert goods to the black market, advance other criminal schemes, or provide material support 
to terrorist entities,  fraud reporting systems made commodities intended for displaced Syrians 
particularly susceptible to fraud schemes like kickbacks and product substitution, criminal 
organizations, and corrupt officials (p.3). 
 
Source:  USAID OIG, Advisory Notice - Key Questions To Inform USAID's COVID-19 Response  
 
Return to Table 

https://www2.ed.gov/about/offices/list/oig/misc/cares-act-plan.pdf
https://oig.usaid.gov/node/3874
https://oig.usaid.gov/sites/default/files/2020-05/Key%20Questions%20to%20Inform%20USAID%27s%20COVID-19%20Response.pdf
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Summaries of COVID-19 Fraud Schemes 
Top Oversight Challenges Facing the Department of Commerce to Ensuring That Pandemic 
Funds Are Timely and Appropriately Spent 
 
Challenges: Shortcomings in stimulus program implementation and possible misuse of funds. 
 
Source:  DOC OIG, Top Oversight Challenges Facing the Department of Commerce to Ensuring That 
Pandemic Funds Are Timely and Appropriately Spent  
 
Return to Table 
How to Spot, Avoid, and Report Imposter Scams 
 
Imposter scams often begin with a call, text message, or email. The scams may vary, but work the 
same way – a scammer pretends to be someone you trust to convince you to send them money or share 
personal information. 
 
Scammers may ask you to transfer money from your bank, wire money using a company like Western 
Union or MoneyGram, put money on a gift card, or send cryptocurrency, because they know these 
types of payments can be hard to reverse. Scammers call, email, or text and claim to be: family 
member, from Social Security, or from your bank. 
 
Follow these tips to help protect your money and personal information: Be suspicious of any call from 
a government agency asking for money or information, don’t trust caller ID, never pay with a gift card, 
wire transfer, or cryptocurrency, and check with the real agency, person, or company. 
 
Source: FTC, How to spot, avoid, and report imposter scams 
 
Return to Table 

Cyber Fraud 
Email Phishing Scams Related to Coronavirus 
 
The emails are designed to appear as though they’re from the CDC or the WHO. The CDC email 
includes text about an “updated list of new cases around your city” and a malicious link. The resulting 
page looks exactly like an online Microsoft Outlook interface, requesting an email login and password. 
The page is fake and only exists to send email logins and passwords to cybercriminals.   
 
The WHO email includes a link to download a list of “safety measures.” The malicious link takes 
victims to a fake WHO page that requests their email addresses and passwords. After they enter that 
information, they’re automatically redirected to the actual WHO website, unaware that their email 
addresses and passwords were recorded for later use for the cybercriminals. 
 
Source:  ACFE Fraud Magazine March 2020  
 
Return to Table 

https://www.oig.doc.gov/OIGPublications/OIG-20-026-M.pdf
https://www.oig.doc.gov/OIGPublications/OIG-20-026-M.pdf
https://www.consumer.ftc.gov/blog/2020/10/how-spot-avoid-and-report-imposter-scams?utm_source=govdelivery
https://www.acfe.com/article.aspx?id=4295010402
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Summaries of COVID-19 Fraud Schemes 
COVID-Themed Web Sites 
 
On March 5, tech journal The Next Web (TNW) reported at least 4,000 new coronavirus-themed 
website domain registrations since January, according to new research from security firm Check Point. 
Many of these were flagged as malicious and a smaller number were flagged as suspicious. “Many of 
these domains will probably be used for phishing attempts,” according to Check Point researchers. “An 
outstanding targeted coronavirus themed phishing campaign was recently spotted targeting Italian 
organizations, hitting over 10% of all organizations in Italy.”   
 
Source:  ACFE Fraud Magazine March 2020  
 
Return to Table 
Coronavirus Malware Packages 
 
On March 12, cybersecurity journalist Brian Krebs reported that in February, a cybercriminal began 
selling coronavirus-related malware packages on several Russian cybercrime forums. These 
“coronavirus infection kits” include codes for a supposed real-time coronavirus infection map 
developed by Johns Hopkins University. Victims open the link because they think they’re accessing 
the map, but the site infects victims’ computers with malware. As Krebs writes, it’s unclear how many 
of these packages have been sold, but cybersecurity experts have already discovered fake websites that 
employ code with the same interactive coronavirus map from Johns Hopkins. 
 
Source:  ACFE Fraud Magazine, March 2020  
 
Return to Table 
Pandemic Response Accountability Committee - Top Challenges Facing Federal Agencies 
 
Challenges: Cyberattacks, phishing emails, email fraud, impersonation phone calls, and stolen or 
counterfeit checks (p.7), fraudulent PPP loan application (p41), USAID subject to diversion, product 
substitution, other malicious crimes (p.45), DoD introduction to counterfeit parts (p.54), HHS 
marketing of fake tests, beneficiary identity theft (p.62), attack on OJP award, sale of ineffective or 
unsafe treatment options, non-delivery of needed personal protective equipment, (p.68), improper 
payments (p.70),  Indian Country and the Insular Areas susceptible to nepotism, improper payments to 
related parties; hiring deficiencies; internal control and general financial management deficiencies; 
lack of transparency, inadequate oversight, and flawed reporting systems (p.74). 
 
Source:  PRAC, Pandemic Response Accountability Committee - Top Challenges Facing Federal 
Agencies:  COVID-19 Emergency Relief and Response Efforts  
 
Return to Table 
Challenges for Consideration in Implementing and Overseeing the CARES Act 
 
Awareness of Risks: What would coronavirus education fraud look like? Someone who calls you and 
claims to represent ED or Federal Student Aid and requests information to put your loans into 
temporary forbearance for a fee or maybe someone at your school purchased laptops to "support 
students engaged in distance ed but those students never got those computers—could be theft. OIG 
criminal investigators are working with their law enforcement colleagues across the country to stop 
those who seek to separate you from your money related to the coronavirus, including Federal-State 
tasks forces led by U.S. Attorneys' Offices. These task forces are working to quickly address fraud 

https://www.acfe.com/article.aspx?id=4295010402
https://www.acfe.com/article.aspx?id=4295010402
https://www.nsf.gov/oig/_pdf/Top%20Challenges%20Facing%20Federal%20Agencies%20-%20COVID-19%20Emergency%20Relief%20and%20Response%20Efforts.pdf
https://www.nsf.gov/oig/_pdf/Top%20Challenges%20Facing%20Federal%20Agencies%20-%20COVID-19%20Emergency%20Relief%20and%20Response%20Efforts.pdf
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Summaries of COVID-19 Fraud Schemes 
complaints and to identify, investigate, and prosecute fraud related to the pandemic. They are looking 
into unlawful hoarding, price-gouging, and a series of scams already preying on our nation's citizens—
vaccine scams, supply scams, charity scams, phishing, apps, and investment scams. 
 
Source:  Education OIG, Challenges for Consideration in Implementing and Overseeing the CARES 
Act  
 
Return to Table 
FBI Sees a Rise in Fraud Schemes 
 
FBI sees a rise in fraud by scammers by leveraging the COVID19 outbreak and advices the public to 
be on the lookout for: fake CDC emails, phishing emails, and counterfeit treatments or equipment. 
 
Source:  FBI, FBI Sees rise in Fraud Schemes Related to the Coronavirus (COVID-19) Pandemic  
 
Return to Table 

Employee Embezzlement 
Stolen COVID-19 Related Medical Supplies 
 
Respiratory Therapist stole respiratory support equipment from the Veterans Affairs Medical Center 
and sold them on eBay. 
 
Source:  VA OIG, Veteran’s Affairs Respiratory Therapist charged with stealing COVID-19 related 
medical supplies  
 
Return to Table 
Stealing Hundreds Of Surgical Masks From Veterans Affairs Medical Center 
 
According to court documents and statements in open court, between March 19 and March 23, 2020, 
Lucas stole at least four boxes of surgical masks from the VA Medical Center. Officers of the Veterans 
Affairs Police Department obtained security footage that showed Lucas taking the boxes of surgical 
masks and concealing them under his clothes before exiting the building. Each box contained 50 
masks. Lucas had been a compensated member of the Veteran Affairs’ work therapy program, which 
helps train, match, and support veterans for competitive jobs and to consult with business and industry 
regarding their specific employment needs. 
 
Source:  PRAC, The US Attorney’s Office Eastern District of Nevada, Reno Man Pleads Guilty To 
Stealing Hundreds Of Surgical Masks From Veterans Affairs Medical Center  
 
Return to Table 

https://www2.ed.gov/about/offices/list/oig/disasterrecovery.html
https://www2.ed.gov/about/offices/list/oig/disasterrecovery.html
https://www.ic3.gov/Media/Y2020/PSA200320
https://www.justice.gov/usao-wdwa/pr/veteran-s-affairs-respiratory-therapist-charged-stealing-covid-19-related-medical
https://www.justice.gov/usao-wdwa/pr/veteran-s-affairs-respiratory-therapist-charged-stealing-covid-19-related-medical
https://www.justice.gov/usao-nv/pr/reno-man-pleads-guilty-stealing-hundreds-surgical-masks-veterans-affairs-medical-center
https://www.justice.gov/usao-nv/pr/reno-man-pleads-guilty-stealing-hundreds-surgical-masks-veterans-affairs-medical-center
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Summaries of COVID-19 Fraud Schemes 
Financial Statement Fraud  

United States Department of Agriculture Office of Inspector General OIG Plan-Oversight of 
COVID19 Funding 
 
Risks: Based on historical experience, investigations involving COVID19 funding fraud can include 
potentially false statements or false certifications to obtain funds and/or false documents submitted for 
reimbursement from a USDA agency, as well as a range of other potential misconduct (p.7). 
 
Source:  USDA OIG, United States Department of Agriculture Office of Inspector General OIG Plan-
Oversight of COVID19 Funding  
 
Return to Table 

Fraud by Venders and Sellers  
PPE Scams 
 
On March 6, the U.K. National Fraud Intelligence Bureau (NFIB) reported at least 21 confirmed cases 
of coronavirus-related fraud, with victims losing more than 800,000 pounds ($1 million). Half of these 
reports were made by victims who tried to purchase large orders of surgical masks from fraudulent 
merchants. The others included victims of various fake website phishing attacks. 
 
Source:  ACFE Fraud Magazine, March 2020  
 
Return to Table 
DOJ Provided Substandard or Mislabeled Personal Protective Equipment 
 
DOJ Office of Inspector General (OIG) has become aware of instances in which DOJ components may 
have been provided substandard or mislabeled personal protective equipment (PPE), including N-95 
and KN-95 face mask respirators. 
 
Source:  DOJ OIG, Fraud Alert: Emerging Fraud Risks Related to the COVID-19 Pandemic  
 
Return to Table 
Defraud Veterans Affairs Through Sale of Non-Existing Medical Supplies 
 
Georgia man attempted to sell millions of nonexistent respirator masks to the Department of Veterans 
Affairs in exchange for large upfront payments. 
 
Source:  VA OIG - Georgia Man Arrested for Attempting to Defraud the Department of Veterans 
Affairs in a Multimillion-Dollar COVID-19 Scam  
 
Return to Table 
Fake Sale of PPE from Thailand National 
 
A Thailand national, Dang Chanchai, from at least March 2020 through May 2020, Chanchai 
knowingly and intentionally devised a scheme to defraud the victim company by means of materially 
false and fraudulent pretenses, making false representations about his ability to provide 3M Company 
(3M) N95 respirator and surgical masks through an entity Chanchai identified as UTE Group Company 
Limited (UTE). 
Chanchai falsely represented himself and UTE as a distributor of 3M N95 masks. On March 17, 2020, 

https://www.usda.gov/sites/default/files/reports/OIG_COVID19_OversightPlan.pdf
https://www.usda.gov/sites/default/files/reports/OIG_COVID19_OversightPlan.pdf
https://www.acfe.com/article.aspx?id=4295010402
https://oig.justice.gov/news/fraud-alert-emerging-fraud-risks-related-covid-19-pandemic
https://www.justice.gov/opa/pr/georgia-man-arrested-attempting-defraud-department-veterans-affairs-multimillion-dollar-covid
https://www.justice.gov/opa/pr/georgia-man-arrested-attempting-defraud-department-veterans-affairs-multimillion-dollar-covid
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Chanchai sent the victim company a contract that falsely represented that UTE could and would supply 
10 million N95 masks. The victim company agreed to purchase from Chanchai and UTE 
approximately 1 million 3M N95 masks for ultimate delivery to health care providers in Europe. 
 
Source:  PRAC, The US Attorney’s Office District of NJ , Thailand National Indicted for Defrauding 
New Jersey Company in Purchase of Personal Protective Equipment  
 
Return to Table 
Scheme To Sell N95 Masks 
 
A Park City man, who claimed to have access to millions of N95 masks made by 3M and made 
allegedly fraudulent representations in an effort to sell them, is charged with wire fraud in an 
indictment unsealed Tuesday in Salt Lake City. 
John Anthony Taylor, 46, did not have the masks, was not an authorized representative of 3M, and 
attempted to sell the masks to an undercover FBI agent, charging documents allege. 
 
Source:  PRAC, The US Attorney’s Office District of Utah, Park City Man Charged With Scheme To 
Sell N95 Masks, Claimed To Be Representative Of 3M Company  
 
Return to Table 
Price-Gouging of PPE 
 
NEWARK, N.J. – Two Ocean County, New Jersey, import companies have agreed to resolve 
violations of the Defense Production Act (DPA) of 1950 for price-gouging customers of personal 
protective equipment (PPE) during the COVID-19 pandemic by agreeing to sell at cost approximately 
11 million items of PPE seized from three warehouses by law enforcement in April 2020, U.S. 
Attorney Craig Carpenito announced today. 
 
The two companies – CSG Imports LLC and KG Imports LLC, both of Lakewood, New Jersey – have 
also agreed to disgorge $400,000 in profits relating to transactions with two customers who purchased 
PPE from CSG Imports at excessive prices and to compensate those customers for their losses. 
 
“The defendants in this case sought to profit illegally from a pandemic just as it was starting to sweep 
across the country,” U.S. Attorney Carpenito said. “Today’s agreements will ensure that needed 
personal protective equipment gets into the hands of the people who need it, and at a fair price. We will 
continue to investigate these price-gouging cases with our law enforcement partners and make sure that 
vendors stop trying to make excess profits during this national emergency.” 
 
Source:  PRAC, The US Attorney’s Office District of New Jersey, Two Ocean County Companies 
Agree to Resolve Price-Gouging Charges Involving 11 Million Items of Scarce Personal Protective 
Equipment by Selling Them at Cost and Disgorging Illicit Profits  
 
Return to Table 
Defective and Misbranded Masks Falsely Purporting to be KN95 Respirators 
 
Crawford Technology Group (HK) Co. LTD. (Crawford) is charged by complaint with violating the 
Federal Food, Drug and Cosmetic Act (FDCA) for causing misbranded and substandard respirators 
that falsely purported to meet various filtration efficiency standards to be imported into the United 
States. 

https://www.justice.gov/usao-nj/pr/thailand-national-indicted-defrauding-new-jersey-company-purchase-personal-protective#:%7E:text=NEWARK%2C%20N.J.%20%E2%80%93%20A%20Thailand%20national,U.S.%20Attorney%20Craig%20Carpenito%20announced.
https://www.justice.gov/usao-nj/pr/thailand-national-indicted-defrauding-new-jersey-company-purchase-personal-protective#:%7E:text=NEWARK%2C%20N.J.%20%E2%80%93%20A%20Thailand%20national,U.S.%20Attorney%20Craig%20Carpenito%20announced.
https://www.justice.gov/usao-ut/pr/park-city-man-charged-scheme-sell-n95-masks-claimed-be-representative-3m-company
https://www.justice.gov/usao-ut/pr/park-city-man-charged-scheme-sell-n95-masks-claimed-be-representative-3m-company
https://www.justice.gov/usao-nj/pr/two-ocean-county-companies-agree-resolve-price-gouging-charges-involving-11-million-items
https://www.justice.gov/usao-nj/pr/two-ocean-county-companies-agree-resolve-price-gouging-charges-involving-11-million-items
https://www.justice.gov/usao-nj/pr/two-ocean-county-companies-agree-resolve-price-gouging-charges-involving-11-million-items
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Source:  PRAC, The US Attorney’s Office District of New Jersey, Chinese Manufacturer Charged 
with Exporting Defective and Misbranded Masks Falsely Purporting to be KN95 Respirators  
 
Return to Table 
Licensed Pharmacist Charged With Hoarding And Price Gouging Of N95 Masks 
 
“As alleged, Richard Schirripa exploited an unprecedented crisis to engage in profiteering.  He 
allegedly spent over $200,000 accumulating N95 masks and then sold masks at inflated prices, 
charging customers up to 50% more than he had paid to acquire those N95 masks.  As alleged, during a 
sale to an undercover officer, Schirripa said, ‘I feel like a drug dealer.’  He also allegedly committed 
several additional, unrelated crimes, including lying to law enforcement, defrauding Medicare and 
Medicaid, and exploiting the personal information of his pharmacy’s customers to fill prescriptions.” 
 
Source:  PRAC, The US Attorney’s Office Southern District of New York, Licensed Pharmacist 
Charged With Hoarding And Price Gouging Of N95 Masks In Violation Of Defense Production Act  
 
Return to Table 
Price Gouge New York City During COVID-19 
 
In approximately February 2020, ROMANO, a used car dealer, began attempting to obtain for resale 
large quantities of personal protective equipment (“PPE”), including N95 respirators.  In furtherance of 
the scheme, ROMANO, among other things, created a fictitious authorization letter in March 2020, 
which falsely represented that ROMANO’s company was authorized to sell millions of units of 3M-
brand PPE.  Shortly thereafter, in mid-March 2020, brokers acting on ROMANO’s behalf approached 
New York City (the “City”), which at the time was in critical need of legitimate, potentially lifesaving 
PPE, including respirators, in order to supply frontline healthcare workers and first responders during 
the COVID-19 public health emergency.  During ensuing negotiations, ROMANO and others 
repeatedly made false and fraudulent representations regarding, among other things, their authority and 
ability to supply 3M-brand PPE manufactured in the United States, and their track record in other PPE 
deals.  In an effort to close a deal for seven million N95 respirators, ROMANO, among other things, 
submitted a false and misleading references document to the City, which, among other things, listed a 
PPE deal with the Florida Division of Emergency Management (the “FDEM”) that had never occurred 
and separately provided a co-conspirator as a reference.  ROMANO hoped to get profit quickly 
through the scheme.  As he described in a message to a co-conspirator, “I’m working on a few deals 
that if I get any of them you might be buying a Ferrari.” 
 
In furtherance of this scheme, ROMANO attempted to sell PPE at prices far above the prices at which 
he hoped to acquire the PPE, including after such PPE was designated as scarce materials under the 
Defense Production Act on March 25, 2020.  ROMANO offered three-ply N99 facemasks to FDEM at 
prices marked up by more than 500% from the manufacturer’s prices, and he separately offered the 
City millions of 3M-brand N95 respirators at more than a 400% markup from the list price for such 
respirators. 
 
Source:  PRAC, The US Attorney’s Office Southern District of New York, New Jersey Man Arrested 
For $45 Million Scheme To Defraud And Price Gouge New York City During COVID-19 Pandemic  
 
Return to Table 

https://www.justice.gov/usao-nj/pr/chinese-manufacturer-charged-exporting-defective-and-misbranded-masks-falsely-purporting#:%7E:text=NEWARK%2C%20N.J.%20%E2%80%93%20A%20Chinese%20manufacturer,U.S.%20Attorney%20Craig%20Carpenito%20announced.
https://www.justice.gov/usao-nj/pr/chinese-manufacturer-charged-exporting-defective-and-misbranded-masks-falsely-purporting#:%7E:text=NEWARK%2C%20N.J.%20%E2%80%93%20A%20Chinese%20manufacturer,U.S.%20Attorney%20Craig%20Carpenito%20announced.
https://www.justice.gov/usao-sdny/pr/licensed-pharmacist-charged-hoarding-and-price-gouging-n95-masks-violation-defense
https://www.justice.gov/usao-sdny/pr/licensed-pharmacist-charged-hoarding-and-price-gouging-n95-masks-violation-defense
https://www.justice.gov/usao-sdny/pr/new-jersey-man-arrested-45-million-scheme-defraud-and-price-gouge-new-york-city-during
https://www.justice.gov/usao-sdny/pr/new-jersey-man-arrested-45-million-scheme-defraud-and-price-gouge-new-york-city-during
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Michigan Man Charged With COVID-19 Related Wire Fraud 
 
The United States Attorney’s Office for the Northern District of California unsealed charges today in a 
criminal complaint charging Rodney L. Stevenson II with wire fraud for his operation of an e-
commerce site that allegedly scammed several customers into paying for N95 masks that they never 
received. 
 
Source:  PRAC, The US Attorney’s Office Western District of Michigan, Michigan Man Charged 
With COVID-19 Related Wire Fraud Scheme  
 
Return to Table 
FTC Halts Scheme that Falsely Claimed to Offer Unlimited Inmate Calling Plans 
 
At the request of the FTC, a federal court issued a temporary restraining order against Marc and 
Courtney Grisham and two companies they operate, Disruption Theory LLC and Emergent 
Technologies LLC, which do business as inmatecall.com and inmatecallsolutions.com. 
 
Source:  FTC Daily Digest Bulletin, October 16, 2020  
 
Return to Table 
FTC Has No Time for Allegedly Deceptive “Unlimited Minutes” Claims 
 
“UNLIMITED Minutes.” “UNLIMITED TALK.” “‘UNLIMITED MINUTES’ We do not charge ‘per-
minute’.” Those are notable claims for anyone shopping for telecom services, including consumers 
who want to maintain family ties with relatives who are incarcerated. But according to an FTC lawsuit, 
two companies and two individuals bilked unsuspecting parents, spouses, children, and other loved 
ones out of more than $1 million by selling them misleading “unlimited” inmate calling plans. 
 
Source:  FTC Daily Digest Bulletin, October 16, 2020  
 
Return to Table 
HHS OIG Strategic Plan 2020-2025 
 
Possible Scam: Product substitution (p.1), introduction of counterfeit parts (p.2), improper payments 
(p.7). 
 
Source:  DoD OIG, DOD OIG COVID-19 Oversight Plan  
 
Return to Table 
FTC Data on Scams Originating on Social Media 
 
Data released by the FTC shows that the number of complaints about scams that started on social 
media more than tripled in the last year. People reported losing more than $117 million to this type of 
scam in just the first six months of 2020 compared to $134 million for all of 2019, according to the 
FTC’s latest Consumer Protection Data Spotlight. 
 
Online shopping topped the list of complaints from consumers who reported a scam to the FTC that 
originated on social media. Of these consumers, many were responding to an ad they saw on social 
media and reported that the item they ordered never arrived. Most of those consumers (94 percent) who 

https://www.justice.gov/usao-wdmi/pr/2020_0428_Stevenson_II
https://www.justice.gov/usao-wdmi/pr/2020_0428_Stevenson_II
https://www.ftc.gov/news-events/press-releases/2020/10/ftc-halts-scheme-falsely-claimed-offer-unlimited-inmate-calling
https://www.ftc.gov/news-events/blogs/business-blog/2020/10/ftc-has-no-time-allegedly-deceptive-unlimited-minutes-claims
https://media.defense.gov/2020/Aug/17/2002478109/-1/-1/1/DOD%20OIG%20COVID-19%20OVERSIGHT%20PLAN%20AUGUST%202020.PDF
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identified the social media service in their complaint cited Facebook or Instagram as the platform they 
used. 
 
Other top consumer complaints about scams that started on social media related to romance scams or 
economic relief or income opportunities, which often target people who have lost a job or other income 
because of the pandemic. About half of all romance scam reports to the FTC since 2019 involve social 
media, usually on Facebook or Instagram. 
 
Source: FTC, FTC Data Shows Big Jump in Consumer Reports about Scams Originating on Social 
Media 
 
Return to Table 

Health Care Fraud  
Pump and Dump 
 
The U.S. Securities and Exchange Commission (SEC) issued an Investor Alert, that states, “We have 
become aware of a number of Internet promotions, including on social media, claiming that the 
products or services of publicly-traded companies can prevent, detect, or cure coronavirus, and that the 
stock of these companies will dramatically increase in value as a result. … these claims may be made 
as part of fraudulent ‘pump-and-dump’ schemes.” The alert states that the SEC issued temporary 
trading suspensions for common stock for two companies — both suspensions related to concerns 
about the companies’ coronavirus-treatment claims. 
 
Source:  ACFE Fraud Magazine March 2020  
 
Return to Table 
Fake Cures 
 
On March 9, the U.S. Food and Drug Administration (FDA) and the U.S. Federal Trade Commission 
(FTC) issued joint warning letters to seven companies for “selling fraudulent products with claims to 
prevent, treat, mitigate, diagnose or cure coronavirus disease 2019 (COVID-19).”  Amazon alone 
stated it has removed more than 1 million products for price-gouging or fraudulent claims related to 
coronavirus.  
 
Source:  ACFE Fraud Magazine March 2020  
 
Return to Table 
At-Home Tests and “Virucide” Products 
 
On May 27, the city attorney of Los Angeles announced that his office is suing Wellness Matrix Group 
for allegedly engaging in a “fraudulent scheme” related to the COVID-19 pandemic, according to an 
NPR article. 
 
The lawsuit alleges that the California-based company sold purported “at-home” tests for the 
coronavirus and falsely claimed the FDA had approved the tests, according to the article. The company 
also sold a supposedly coronavirus-killing “virucide,” and claimed the product could “build a force 
field around your event or even spray your entire city.” 
 
The city attorney also sued Barry Migliorini, the CEO of Wellness Matrix Group, and George Todt, a 

https://www.ftc.gov/news-events/press-releases/2020/10/ftc-data-shows-big-jump-consumer-reports-about-scams-originating?utm_source=govdelivery
https://www.ftc.gov/news-events/press-releases/2020/10/ftc-data-shows-big-jump-consumer-reports-about-scams-originating?utm_source=govdelivery
https://www.acfe.com/article.aspx?id=4295010402
https://www.acfe.com/article.aspx?id=4295010402
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supposed sales rep and director of business affairs. 
 
Source:  See LA Sues California Company, Alleging ‘Sophisticated’ COVID-19 Fraud, by Tom 
Dreisbach, NPR, May 27, as cited by Emily Primeaux, CFE, in ACFE Fraud Magazine, July/August 
2020  
 
Return to Table 
Fraudulent Testing Claims 
 
U.S. federal prosecutors have criminally charged Erik Santos, 49, of Braselton, Georgia, for allegedly 
conspiring to defraud federal and private health care benefit programs “by submitting fraudulent 
testing claims” for coronavirus and genetic cancer screenings. According to the article, Santos was 
charged with one count of conspiring to violate the U.S. Anti-Kickback Statute, and a single count of 
conspiring to commit health care fraud. He faces up to 15 years in prison if convicted of both counts. 
Santos’ alleged “scheme aimed to submit more than $1.1 million in fraudulent claims to Medicare,” 
according to a statement from the U.S. attorney’s office in New Jersey. 
 
Source:  Feds charge Georgia man with billing for fraudulent COVID-19, cancer testing claims, by 
Dan Mangan, CNBC, March 30, as cited in ACFE Fraud Magazine May/June 2020  
 
Return to Table 
Sale of Illegal Products 
 
Georgia resident illegally sold unregistered pesticide and made claims that it protects individuals from 
viruses. 
 
Source:  EPA OIG, Georgia Resident Arrested for Selling Illegal Products Claiming to Protect Against 
Viruses  
 
Return to Table 
Sale of Unregistered Pesticides 
 
Fayetteville Woman sold an unregistered pesticide as protection against viruses such as COVID-19. 
 
Source:  EPA OIG, Fayetteville Woman Pleads Guilty to COVID-19 related FEDERAL Offense For 
Selling Unregistered Pesticides on eBay  
 
Return to Table 
Sale of Illegal Products Claiming to Protect Against COVID-19 
 
Georgia resident knowingly distributed and sold a misbranded pesticidal device and claimed that his 
air purifier kills every major viral and bacterial infection, including the COVID-19 coronavirus 
disease. 
 
Source:  EPA OIG - Georgia Resident Arrested for Scheme to Sell Illegal Products Claiming to 
Protect Against COVID-19  
 
Return to Table 

https://www.npr.org/sections/coronavirus-live-updates/2020/05/27/863424977/la-sues-california-company-alleging-sophisticated-covid-19-fraud
https://www.npr.org/sections/coronavirus-live-updates/2020/05/27/863424977/la-sues-california-company-alleging-sophisticated-covid-19-fraud
https://www.npr.org/sections/coronavirus-live-updates/2020/05/27/863424977/la-sues-california-company-alleging-sophisticated-covid-19-fraud
https://www.cnbc.com/2020/03/30/coronavirus-man-charged-with-with-billing-for-fraudulent-test-claims.html
https://www.cnbc.com/2020/03/30/coronavirus-man-charged-with-with-billing-for-fraudulent-test-claims.html
https://www.epa.gov/newsreleases/georgia-resident-arrested-selling-illegal-products-claiming-protect-against-viruses
https://www.epa.gov/newsreleases/georgia-resident-arrested-selling-illegal-products-claiming-protect-against-viruses
https://www.epa.gov/newsreleases/fayetteville-woman-pleads-guilty-covid-19-related-federal-offense-selling-unregistered
https://www.epa.gov/newsreleases/fayetteville-woman-pleads-guilty-covid-19-related-federal-offense-selling-unregistered
https://www.epa.gov/newsreleases/georgia-resident-arrested-scheme-sell-illegal-products-claiming-protect-against-covid
https://www.epa.gov/newsreleases/georgia-resident-arrested-scheme-sell-illegal-products-claiming-protect-against-covid
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Georgia Man Defraud Health Care Benefit Programs 
 
Georgia man defrauded federally funded and private health care benefit programs by submitting 
fraudulent testing claims for COVID19 and genetic cancer screenings. 
 
Source:  DoD OIG, VA OIG, Georgia Man Arrested for Orchestrating Scheme to Defraud Health Care 
Benefit Programs Related to COVID-19  
 
Return to Table 
Fraudulent Coronavirus Testing 
 
According to a civil complaint filed in this case, Living Health and Tatum have misled the public into 
believing they are qualified to both administer COVID-19 diagnostic and serological tests and interpret 
the results of such tests. The defendants operate a website with the domain name “livinghealthnb.com”, 
a Facebook page, and use direct emails to induce customers into purchasing COVID-19 antibody 
testing for $85.  The complaint further states that the test used by Tatum is not authorized by the U.S. 
Food and Drug Administration to determine whether individuals have an active COVID-19 infection or 
whether they should take steps to quarantine or isolate themselves from others.  Moreover, according 
to the complaint, Tatum, a licensed massage therapist, is not qualified to perform nor evaluate the test 
results. 
 
Source:  PRAC, The US Attorney’s Office Western District of Texas, Federal Judge Grants 
Temporary Restraining Order against New Braunfels Business for Promoting and Conducting 
Fraudulent Coronavirus Testing  
 
Return to Table 
Utah Man Posing As Medical Doctor to Sell COVID Cure 
 
Utah resident Gordon H. Pedersen has been indicted for posing as a medical doctor to sell a baseless 
treatment for coronavirus (COVID-19).  According to the indictment returned by a federal grand jury 
in Salt Lake City late last week, Pedersen fraudulently promoted and sold ingestible silver-based 
products as a cure for COVID-19 despite having no evidence that his products could treat or cure the 
disease.  Pedersen is also alleged to have claimed to be a physician and worn a stethoscope and white 
lab coat in videos and photos posted on the Internet to further his alleged fraud scheme. 
 
Source:  PRAC, DOJ Office of Public Affairs, Utah Man Posing As Medical Doctor To Sell Baseless 
Coronavirus Cure Indicted On Fraud Charges  
 
Return to Table 
Falsely Marketing Herbal Mixtures as FDA-Approved Treatment for COVID-19 
 
According to the indictment, Huu Tieu, 58, is the president and chief executive officer of Golden 
Sunrise Pharmaceutical Inc. and Golden Sunrise Nutraceutical Inc., both headquartered in Porterville. 
From at least April 25 to July 9, through his companies, Tieu marketed and sold a package of herbal 
mixtures dubbed the “Emergency D-Virus Plan of Care,” which he claimed treated COVID-19. In 
materials posted on the companies’ websites and Facebook pages and in emails to the media, Tieu 
made a series of false statements about the Emergency D-Virus Plan of Care, including: 
That one of the mixtures in the product, called “ImunStem,” was the first dietary supplement in the 
United States to be FDA approved as a prescription medicine to treat serious or life-threatening 

https://www.dodig.mil/Criminal-Investigations/Article/2131527/georgia-man-arrested-for-orchestrating-scheme-to-defraud-health-care-benefit-pr/
https://www.dodig.mil/Criminal-Investigations/Article/2131527/georgia-man-arrested-for-orchestrating-scheme-to-defraud-health-care-benefit-pr/
https://www.justice.gov/usao-wdtx/pr/federal-judge-grants-temporary-restraining-order-against-new-braunfels-business
https://www.justice.gov/usao-wdtx/pr/federal-judge-grants-temporary-restraining-order-against-new-braunfels-business
https://www.justice.gov/usao-wdtx/pr/federal-judge-grants-temporary-restraining-order-against-new-braunfels-business
https://www.justice.gov/opa/pr/utah-man-posing-medical-doctor-sell-baseless-coronavirus-cure-indicted-fraud-charges
https://www.justice.gov/opa/pr/utah-man-posing-medical-doctor-sell-baseless-coronavirus-cure-indicted-fraud-charges
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conditions and had specifically been approved to treat COVID-19. In reality, the FDA has never 
approved any Golden Sunrise product for any intended use and, on at least two occasions, has told Tieu 
in writing that ImunStem is not FDA approved; and 
That ImunStem was designated as a Regenerative Medicine Advanced Therapy (RMAT) under the 
21st Century Cures Act. In reality, the FDA never granted an RMAT designation to any Golden 
Sunrise product, denied Tieu’s request for an RMAT designation for ImunStem in 2017, and reiterated 
that denial to Tieu in writing in 2019. 
 
Source:  PRAC, The US Attorney’s Office Eastern District of California, Tulare County Man Indicted 
for Falsely Marketing Herbal Mixtures as FDA-Approved Treatment for COVID-19  
 
Return to Table 
Multiple Websites Claiming To Offer Preorders For COVID-19 Vaccine 
 
LOUISVILLE, Ky. – United States Attorney Russell Coleman today announced that the U.S. 
Attorney’s Office for the Western District of Kentucky has filed a lawsuit in federal court in 
Louisville, Kentucky to shut down a webpage, six related web addresses and a related Facebook page 
that the suit says are attempting to lure consumers to “pre-register” for a non-existent COVID-19 
vaccine in exchange for $100 worth of Bitcoin (“BTC”), a type of cryptocurrency. The lawsuit names 
Luke John Flint, of Louisville, Kentucky, doing business through “coronavaccine.center”, 
“coronavaccine.today”; “coronatesting.site”; “coronatesting.center”; “coronavaccine.shop”; 
“coronavaccine.club”; and “covid19vaccine.center. Today a federal judge entered an order prohibiting 
Flint and others associated with the websites from committing wire fraud, maintaining and doing 
business through the websites and social media, and destroying business records. 
 
Source:  PRAC, U.S. Attorney’s Office Western District of Kentucky, U.S. Attorney’s Office Shuts 
Down Multiple Websites Claiming To Offer Preorders For COVID-19 Vaccine  
 
Return to Table 
Toxic Bleach Sold as “Miracle” Cure for COVID-19 
 
According to the criminal complaint affidavit, Mark Grenon, 62, and his sons, Jonathan Grenon, 34, 
Jordan Grenon, 26, and Joseph Grenon, 32, all of Bradenton, Florida, manufacture, promote, and sell 
Miracle Mineral Solution (“MMS”), a chemical solution containing sodium chlorite and water. The 
Grenons allegedly directed their customers to ingest MMS orally, which causes the solution to become 
chlorine dioxide, a powerful bleach, typically used for industrial water treatment or bleaching textiles, 
pulp, and paper.  FDA has received reports of people requiring hospitalizations, developing life-
threatening conditions, and dying after drinking MMS. 
 
According to the affidavit, the Grenons claim that MMS can treat, prevent, and cure COVID-19. The 
Grenons also marketed MMS as a miracle cure-all for dozens of other serious diseases and disorders, 
including cancer, Alzheimer’s, autism, multiple sclerosis, and HIV/AIDS, even though the FDA had 
not approved MMS for any use. The Grenons allegedly sold tens of thousands of bottles of MMS 
nationwide, including to consumers throughout South Florida. They sold this dangerous product under 
the guise of Genesis II Church of Health and Healing (“Genesis”), an entity they allegedly created in 
an attempt to avoid government regulation of MMS. According to the charging documents, Genesis’ 
own websites describe Genesis as a “non-religious church,” and Defendant Mark Grenon, the co-
founder of Genesis, has repeatedly acknowledged that Genesis “has nothing to do with religion,” and 
that he founded Genesis to “legalize the use of MMS” and avoid “going [ ] to jail.” 

https://www.justice.gov/usao-edca/pr/tulare-county-man-indicted-falsely-marketing-herbal-mixtures-fda-approved-treatment
https://www.justice.gov/usao-edca/pr/tulare-county-man-indicted-falsely-marketing-herbal-mixtures-fda-approved-treatment
https://www.justice.gov/usao-wdky/pr/us-attorney-s-office-shuts-down-multiple-websites-claiming-offer-preorders-covid-19#:%7E:text=%E2%80%93%20United%20States%20Attorney%20Russell%20Coleman,attempting%20to%20lure%20consumers%20to
https://www.justice.gov/usao-wdky/pr/us-attorney-s-office-shuts-down-multiple-websites-claiming-offer-preorders-covid-19#:%7E:text=%E2%80%93%20United%20States%20Attorney%20Russell%20Coleman,attempting%20to%20lure%20consumers%20to
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Source:  FDA.gov, Father and Sons Charged in Miami Federal Court with Selling Toxic Bleach as 
Fake “Miracle” Cure for Covid-19 and Violating Court Orders  
 
Return to Table 
Investment Fraud Scheme Centering on Bogus Claims of COVID-19 Cure 
 
A federal grand jury this afternoon indicted a Huntington Beach man on fraud charges that allege he 
solicited people around the nation to invest in a companies that would market pills he claimed would 
prevent coronavirus infections and produce an injectable cure for those already suffering from COVID-
19. 
 
Keith Lawrence Middlebrook, 52, was named in an indictment that charges him with 11 counts of wire 
fraud stemming from solicitations he allegedly made to potential investors in Nevada, New York, 
Texas and Colorado. 
 
“Through text messages, videos, and statements sent to potential investors and posted on the internet, 
including on Instagram and YouTube, defendant Middlebrook falsely claimed to have developed a 
cure for the COVID-19 virus, which he called ‘QC20,’ and a treatment that prevented a person from 
being infected by the COVID-19 virus, which he called ‘QP20,’” according to the indictment. 
 
Source:  PRAC, The US Attorney’s Office Central District of California, Federal Grand Jury Indicts 
Orange County Man in Investment Fraud Scheme Centering on Bogus Claims of COVID-19 Cure  
 
Return to Table 
Colloidal Silver As Treatment For COVID-19 
 
On March 6, 2020, FDA, jointly with the Federal Trade Commission, issued a Warning Letter to 
defendants notifying them that they are violating federal law (including the Federal Food, Drug, and 
Cosmetic Act) by, among other things, distributing unapproved new drugs and misbranded drugs in 
interstate commerce.  After receipt of this warning, the complaint alleges, the defendants attempted to 
cloak their claims to prevent liability, while continuing to make the same substantive claims and to sell 
colloidal silver as a cure, mitigation, or treatment for coronavirus and COVID-19. 
 
“Xephyr’s claims that their unapproved colloidal silver products can cure, mitigate, prevent, or treat 
COVID-19, or other diseases like cholera, diabetes, cancer, and AIDS, will not be tolerated.  
Americans expect and deserve medical treatments that have been scientifically proven to be safe and 
effective, especially during this ongoing pandemic,” said Stacy Amin, FDA Chief Counsel.  “The FDA 
will continue our efforts to make sure that this and other like-minded sellers comply with the law.” 
 
Source:  PRAC, The US Attorney’s Office Eastern District of Oklahoma, Court Orders Oklahoma 
Company To Stop Selling Colloidal Silver As Treatment For COVID-19  
 
Return to Table 
Defraud Health Care Benefit Programs Related to Cancer Genetic Testing and COVID-19 
Testing 
 
A Georgia woman was arrested today for her alleged role in a conspiracy to defraud Medicare, a 
federally funded health care benefit program, by submitting false and fraudulent claims for cancer 

https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/press-releases/father-and-sons-charged-miami-federal-court-selling-toxic-bleach-fake-miracle-cure-covid-19-and
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/press-releases/father-and-sons-charged-miami-federal-court-selling-toxic-bleach-fake-miracle-cure-covid-19-and
https://www.justice.gov/usao-cdca/pr/federal-grand-jury-indicts-orange-county-man-investment-fraud-scheme-centering-bogus
https://www.justice.gov/usao-cdca/pr/federal-grand-jury-indicts-orange-county-man-investment-fraud-scheme-centering-bogus
https://www.justice.gov/usao-edok/pr/court-orders-oklahoma-company-stop-selling-colloidal-silver-treatment-covid-19
https://www.justice.gov/usao-edok/pr/court-orders-oklahoma-company-stop-selling-colloidal-silver-treatment-covid-19
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genetic (CGX) testing, as well as her role in conspiring to submit fraudulent claims related to COVID-
19 and other tests. 
 
Source:  PRAC, DOJ Office of Public Affairs, Georgia Woman Arrested for Role in Scheme to 
Defraud Health Care Benefit Programs Related to Cancer Genetic Testing and COVID-19 Testing 
 
Return to Table 
Smuggling and Importing Misbranded Chloroquine from China for Attempted Resale 
 
Oregon man has been charged with illegally purchasing, importing, and offering for sale chloroquine, 
the active pharmaceutical ingredient in prescription drugs used to treat malaria. 
 
Source:  PRAC, The US Attorney’s Office Southern District of Oregon, Gresham Man Charged with 
Smuggling and Importing Misbranded Chloroquine from China for Attempted Resale  
 
Return to Table 
New York City Man Arrested on Fraud Charges for Selling Stolen COVID-19 Testing Services 
 
A New York resident was arrested and criminally charged for his role in allegedly advertising and 
selling stolen COVID-19 testing services for $135 to $200, falsely claiming that he was connected to 
labs that would test the kits, shipping test kits without any prior medical screening, and providing no 
results to consumers. 
 
Source:  PRAC, The US Attorney’s Office Western District of Pennsylvania, New York City Man 
Arrested on Fraud Charges for Selling Stolen COVID-19 Testing Services through His Website, 
YouHealth, Inc., without Sending Promised Test Results  
 
Return to Table 
Trafficking in Misbranded Drugs Claiming they Could Prevent COVID-19 
 
A former Port Angeles, Washington, naturopathic physician was charged with a federal felony related 
to his attempts to promote a misbranded drug as a prevention for COVID-19. 
 
Source:  PRAC, The US Attorney’s Office Western District of Washington, Former Naturopath 
charged criminally for trafficking in misbranded drugs claiming they could prevent COVID-19  
 
Return to Table 
Macomb County Doctor Charged In Health Care Fraud Scheme 
 
A Macomb County doctor was charged in a criminal complaint for his alleged role in a health care 
fraud scheme which involved submitting false claims to Medicare for services that were never 
rendered and/or were medically unnecessary, announced United States Attorney Matthew Schneider. 
 
Source:  PRAC, The US Attorney’s Office Eastern District of Michigan, Macomb County Doctor 
Charged In Health Care Fraud Scheme  
 
Return to Table 

https://www.justice.gov/opa/pr/georgia-woman-arrested-role-scheme-defraud-health-care-benefit-programs-related-cancer
https://www.justice.gov/opa/pr/georgia-woman-arrested-role-scheme-defraud-health-care-benefit-programs-related-cancer
https://www.justice.gov/usao-or/pr/gresham-man-charged-smuggling-and-importing-misbranded-chloroquine-china-attempted-resale
https://www.justice.gov/usao-or/pr/gresham-man-charged-smuggling-and-importing-misbranded-chloroquine-china-attempted-resale
https://www.justice.gov/usao-wdpa/pr/new-york-city-man-arrested-fraud-charges-selling-stolen-covid-19-testing-services
https://www.justice.gov/usao-wdpa/pr/new-york-city-man-arrested-fraud-charges-selling-stolen-covid-19-testing-services
https://www.justice.gov/usao-wdpa/pr/new-york-city-man-arrested-fraud-charges-selling-stolen-covid-19-testing-services
https://www.justice.gov/usao-wdwa/pr/former-naturopath-charged-criminally-trafficking-misbranded-drugs-claiming-they-could
https://www.justice.gov/usao-wdwa/pr/former-naturopath-charged-criminally-trafficking-misbranded-drugs-claiming-they-could
https://www.justice.gov/usao-edmi/pr/macomb-county-doctor-charged-health-care-fraud-scheme
https://www.justice.gov/usao-edmi/pr/macomb-county-doctor-charged-health-care-fraud-scheme
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COVID-19 Fraud Domain Seized from Seller Who Attempted to Sell It Using Bitcoin 
 
WASHINGTON –The United States Attorney’s Office for the District of Columbia obtained a warrant 
today authorizing seizure of coronaprevention.org.  The enforcement action against the owner of a 
fraudulent website follows Attorney General William Barr’s recent direction for the Department to 
prioritize the detection, investigation, and prosecution of illegal conduct related to the pandemic. 
 
The seizure warrant alleges that the owner of the domain name, coronaprevention.org, posted it for sale 
on a hacker’s forum. The post appeared the day after the President declared a national emergency due 
to the COVID-19 pandemic.  The seller stated on the forum that this domain would be an effective way 
to sell “high markup in demand products.”  The seller exponentially marked up the price of the 
domain. The seller asked for the payment to be made via bitcoin. 
 
Source:  PRAC, The US Attorney’s Office District of Columbia, COVID-19 Fraud Domain Seized 
from Seller Who Attempted to Sell It Using Bitcoin  
 
Return to Table 
COVID Relief Fraud, Health Care Fraud and Money Laundering 
 
The complaint alleges that Nobbe, a chiropractor, orchestrated a scheme to exploit his patients for 
financial gain through a credit card program intended to help patients pay for out-of-pocket medical 
expenses.  To conceal his role in the scheme, Nobbe paid bribes to other physicians to open credit card 
merchant accounts in their names.  Nobbe then encouraged patients at his chiropractic business, 
Dynamic Medical Services Inc., many of whom were low-income and did not speak English, to apply 
for the credit cards. 
 
According to the complaint, Nobbe charged thousands of dollars to these credit cards for services that 
he never, or only partially, rendered, leaving patients saddled with debt.  In addition, Nobbe bribed a 
physician to submit claims to Medicare on Nobbe’s behalf because Nobbe, as a chiropractor, was 
ineligible to submit the claims himself, and would not have been able to receive reimbursement for the 
claimed services.  Nobbe and other physicians also allegedly conspired to launder the proceeds from 
these schemes. 
 
As stated in the complaint, Nobbe instructed the physicians to conceal Nobbe’s involvement in the 
scheme, and sought to conceal the purpose of large wire transfers he received, through the use of shell 
companies and sham contracts.  
The complaint further alleges that Nobbe obtained over $200,000 in PPP and EIDL loans intended to 
provide COVID relief, and that Nobbe transferred portions of the proceeds to shell companies under 
his control and to pay personal expenses. 
 
Source:  PRAC, DOJ Office of Public Affairs, Florida Man Charged with COVID Relief Fraud, 
Health Care Fraud and Money Laundering  
 
Return to Table 

https://www.justice.gov/usao-dc/pr/covid-19-fraud-domain-seized-seller-who-attempted-sell-it-using-bitcoin
https://www.justice.gov/usao-dc/pr/covid-19-fraud-domain-seized-seller-who-attempted-sell-it-using-bitcoin
https://www.justice.gov/opa/pr/florida-man-charged-covid-relief-fraud-health-care-fraud-and-money-laundering
https://www.justice.gov/opa/pr/florida-man-charged-covid-relief-fraud-health-care-fraud-and-money-laundering
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COVID-19 Challenges for the U.S. Department of Justice 
 
Challenges: Bad actors have launched multiple fraud schemes specifically targeting COVID-19 aid, 
with some illicit ploys targeting OJP award recipients, specifically. Known schemes include the sale of 
ineffective or unsafe treatment options and non-delivery of needed PPE (p.2). 
 
Source:  DOJ OIG, COVID-19 Challenges for the U.S. Department of Justice  
 
Return to Table 
FYs 2020-2021 EPA Top Management Challenges 
 
Challenges: Inspections of recent imports have identified products marketed with unsubstantiated and 
dangerous claims of being able to protect against the SARS-CoV-2 virus. Companies are also 
fraudulently claiming that their products are approved or endorsed by the EPA or contain EPA-
approved disinfectants for use against the SARS-CoV-2 virus. The prevalence of fraud related to EPA 
programs and operations will most likely increase as fraudsters identify new ways to exploit consumers 
frightened by the coronavirus pandemic (p.1). 
 
Source:  EPA OIG - FYs 2020-2021 EPA Top Management Challenges  
 
Return to Table 
Interim Report - Review of the Office of Justice Programs' Administration of CARES Act 
Funding 
 
Risks: scams related to treatment and cures, advance fee and business email compromise scheme, 
emerging health care fraud scheme, risk of cryptocurrency scam, fraudulent sales of medical 
equipment, online scams. 
 
Source:  DOJ OIG, Interim Report - Review of the Office of Justice Programs' Administration of 
CARES Act Funding  
 
Return to Table 
EPA OIG's Response to the COVID-19 Pandemic 
 
Risks: Fraud schemes taking advantage of crisis by marketing unsafe and non-EPA-approved products 
to the public (p.3). Fraudulent claims for money that should be spent to advance an EPA program. 
Improper avoidance of obligations to pay as required by an EPA program. Misrepresentations of the 
EPA’s endorsement of COVID disinfectant or other products by fraudulently applying the Agency 
seal, identifier, or product registration numbers to product labels or advertisements. Cyberscams 
targeting EPA employees, contractors, and grantees as well as security threats to the EPA (p.7). 
 
Source:  EPA OIG, EPA OIG's Response to the COVID-19 Pandemic  
 
Return to Table 

https://oig.justice.gov/sites/default/files/reports/20072.pdf
https://www.epa.gov/sites/production/files/2020-07/documents/_epaoig_20200721-20-n-0231_0.pdf
https://oig.justice.gov/sites/default/files/reports/20-079_0.pdf
https://oig.justice.gov/sites/default/files/reports/20-079_0.pdf
https://www.epa.gov/sites/production/files/2020-07/documents/covid_pandemic_report_7-31-20.pdf
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A Message from HHS OIG Leadership on COVID-19 Fraud 
 
Risks: Marketing fake COVID-19 test kits and unapproved treatments through telemarketing calls, 
social media platforms, and door-to-door visits, health care service scam. 
 
Source:  HHS OIG, A Message from HHS OIG Leadership on COVID-19 Fraud  
 
Return to Table 
Fraud Alert and Potential Scams Issued by the US Department of Justice 
 
Be aware that criminals are attempting to exploit COVID-19 worldwide through a variety of scams. 
 
Potential scam to look out for include; antibody testing fraud schemes,  healthcare fraud schemes 
through emails, phone calls, or in person contact, cryptocurrency fraud schemes including but not 
limited to blackmail attempts, work from home scams, paying for non-existent treatments or 
equipment, or investment scams, robocalls making fraudulent offers to sell respiratory masks or other 
medical devices with no intent of delivery, telephone calls to individuals and entities, including state 
and local governments, offering the sale of large amounts of Personal Protection Equipment (PPE) and 
demanding advance payments with no intent of delivery, sales of counterfeit, tampered, or otherwise 
fraudulent PPE, including N95 masks, gloves, and surgical gowns, unsolicited requests for your 
Medicare information, social media scams and telephone calls fraudulently seeking donations for 
illegitimate or non-existent charitable organizations requesting you to enter your bank account 
information, telephone calls by individuals posing as government officials or payment facilitators 
promising CARES Act stimulus payments and asking for personal identifying information (PII), mass-
mailing, spam email, or text-message campaigns to perpetrate government-imposter schemes, calls 
claiming you received an overpayment of the stimulus money and demanding a “refund” of the 
difference,  threatened with adverse consequences such as fines, forfeiture, or arrest if they refuse to 
refund the money, demand payments by stored value cards, such as iTunes, Google play, or Steam 
cards, or by money transmission such as Western Union or MoneyGram, fraud schemes using 
smartphone apps or websites that claim to be a government office associated with CARES Act 
programs, divert payments, such as last-minute changes to banking information, through fake emails 
that appear to come from a trusted source, hackers stealing money,  PII and some fraud elements 
through fake business emails, scammers, pretending to be contact tracers and taking advantage of how 
the process works, are also sending text messages. 
 
Source:  US Department of Justice, Combating COVID-19 Fraud  
 
Return to Table 
Product Falsely Claiming to Prevent or Treat COVID-19 
 
Following a public comment period, the Federal Trade Commission has approved a final 
administrative consent order settling charges that a California-based marketer of a supplement called 
Thrive, which consists mainly of Vitamin C and herbal extracts, made baseless claims that it can treat, 
prevent, or reduce the risk of COVID-19.  
 
The final order settling the complaint bars Ching’s false and unsubstantiated health claims and requires 
him to send written notices to customers and retailers of Thrive explaining that it will not treat, 
prevent, or reduce the risk of COVID-19. He also must tell customers and retailers that the three CBD-

https://oig.hhs.gov/coronavirus/letter-grimm-03232020.asp
https://www.justice.gov/coronavirus/combattingfraud
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containing products will not treat cancer. Finally, the letters must inform customers and retailers of his 
settlement with the FTC. 
 
Source: FTC, FTC Approves Final Administrative Consent Order with Marketer of Product Falsely 
Claiming to Prevent or Treat COVID-19  
 
Return to Table 

Identity Theft  
Offers of Bogus COVID-19 Tests to Obtain PII and PHI 
 
Scammers are offering COVID-19 tests to Medicare beneficiaries in exchange for personal details, 
including Medicare information. However, the services are unapproved and illegitimate. 
 
Fraudsters are targeting beneficiaries in a number of ways, including telemarketing calls, text 
messages, social media platforms, and door-to-door visits. 
 
These scammers use the coronavirus pandemic to benefit themselves, and beneficiaries face potential 
harms. The personal information collected can be used to fraudulently bill Federal health care 
programs and commit medical identity theft. If Medicare or Medicaid denies the claim for an 
unapproved test, the beneficiary could be responsible for the cost. 
 
Source:  HHS OIG  
 
Return to Table 
Contact-Tracing Text Message Scams 
 
FTC issued an alert about fraudsters generating a string of scams to steal PII from those throughout the 
world affected by COVID-19. (See the FTC alert, COVID-19 contact tracing text message scams, by 
Colleen Tressler, May 19.) 
 
Many public health departments are hiring contact tracers to help reduce the spread of the virus. These 
tracers are asking those who’ve tested positive for COVID-19 to supply names and telephone numbers 
of those they’ve recently contacted. The tracers then text or email these individuals to instruct them to 
quarantine for 14 days and monitor their symptoms daily. Some governmental entities also offer texts 
of daily health and safety reminders to those who were exposed. 
 
Fraudsters, of course, have found ways to masquerade as contact tracers. They send out fake text 
messages that ask individuals to click on links that download malware on their phones, which give the 
fraudsters’ access to PII including bank routing numbers. 
 
Source:  Robert E. Holtfreter, Ph.D., CFE, ACFE Fraud Magazine September/October 2020  
 
Return to Table 

https://www.ftc.gov/news-events/press-releases/2020/10/ftc-approves-final-administrative-consent-order-marketer-product?utm_source=govdelivery
https://www.ftc.gov/news-events/press-releases/2020/10/ftc-approves-final-administrative-consent-order-marketer-product?utm_source=govdelivery
https://oig.hhs.gov/coronavirus/fraud-alert-covid19.asp
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Fraudulent Application of Economic Injury Disaster Loan (EIDL) 
 
The defendant, Kornaker, applied for and was granted $60,500 using the name and personal 
information of another person, without that person’s permission. 
 
Source:  PRAC, The US Attorney’s Office District of NY Western District of New York, North 
Tonawanda Man Charged With COVID-19 Relief Fraud  
 
Return to Table 
Stimulus Check Scams 
 
Don’t give out your PayPal account information, Social Security number, bank account number or 
other personally identifiable information (PII) if someone claims any of this is essential to sign you up 
for a coronavirus pandemic U.S. stimulus check, according to a USA Today article. 
 
The FBI, state attorneys general offices and other agencies are alerting Americans that phone calls, 
texts or emails asking for PII to be eligible for federal payments aren’t legitimate, according to the 
article. 
The scammers demand that potential victims provide PayPal, bank account or other financial 
information to receive stimulus checks from the U.S. federal economic-relief package. Ignore and 
delete such texts or emails, and never click on links from these messages to avoid malware downloads. 
 
Source:  See Coronavirus stimulus check scams are out to swindle you out of $1,200: What you need 
to know, by Susan Tompor, USA Today, March 29, as cited in ACFE Fraud Magazine, July/August 
2020  
 
Return to Table 
Interim Results of the 2020 Filing Season: Effect of COVID-19 Shutdown on Tax Processing and 
Customer Service Operations and Assessment of Efforts to Implement Legislative Provisions 
 
Tax Return Fraud: Potentially fraudulent returns identified as well as returns identified with 
questionable refundable credit claims. Once a return is identified, those involving potential identity 
theft are held during processing until the IRS can verify the taxpayer’s identity (p.18). 
 
Source:  TIGTA - Interim Results of the 2020 Filing Season: Effect of COVID-19 Shutdown on Tax 
Processing and Customer Service Operations and Assessment of Efforts to Implement Legislative 
Provisions  
 
Return to Table 
Identification Theft of USDA SNAP Program Participants 
 
Potential scammers using the COVID-19 situation to steal personal information (SSN#, Bank info, 
EBT Card, EBT PIN) of USDA Supplemental Nutrition Assistance Program (SNAP) participants. 
 
Source:  USDA OIG, FRAUD ALERT: USDA Warns of Scams Targeting SNAP Recipients  
 
Return to Table 

https://www.justice.gov/usao-wdny/pr/north-tonawanda-man-charged-covid-19-relief-fraud
https://www.justice.gov/usao-wdny/pr/north-tonawanda-man-charged-covid-19-relief-fraud
https://www.fraud-magazine.com/article.aspx?id=4295010547
https://www.fraud-magazine.com/article.aspx?id=4295010547
https://www.fraud-magazine.com/article.aspx?id=4295010547
https://www.treasury.gov/tigta/auditreports/2020reports/202046041fr.pdf
https://www.treasury.gov/tigta/auditreports/2020reports/202046041fr.pdf
https://www.treasury.gov/tigta/auditreports/2020reports/202046041fr.pdf
https://www.fns.usda.gov/news-item/fraud-alert-usda-warns-scams-targeting-snap-recipients
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 Insurance Fraud 

Insurance Overcharges 
 
Sites offer inexpensive COVID-19 tests, then bill much higher amounts to insurance companies. 
 
Source:  New York Times article, “Most Coronavirus Tests Cost About $100. Why Did One Cost 
$2,315?,” 6-16-2020.  
 
Return to Table 

Loan and Bank Fraud  
Fraudulent Loan Application by Reality TV Personality 
 
In U.S. v. Fayne, a reality television personality allegedly submitted a fraudulent loan application to a 
bank seeking more than $2 million in PPP funds to pay a payroll of 107 employees for his company, 
Flame Trucking, when, in fact, the proceeds went toward unauthorized uses. 
 
After the loan proceeds were disbursed, the defendant transferred $350,000 of the proceeds to an 
individual at another bank. According to the affidavit in support of the complaint, an investigator at the 
receiving bank questioned the recipient about the wire transfer, and the recipient explained that she 
was not an employee of Flame Trucking and that the originating party was her brother. 
 
She also explained to the investigator that she disbursed $84,000 of the funds to a jewelry store and 
another $40,000 to an individual for child support services, both at the direction of the defendant. 
 
Source:  Law360 June 23, 2020  
 
Return to Table 
Fraudulent Loan Applications by Texas-Based Engineer 
 
In U.S. v. Rai, a Texas-based engineer was charged with allegedly filing multiple loan applications 
fraudulently seeking more than $10 million in PPP funds to pay a payroll of 250 employees, when, in 
fact, he had no employees working for his business. 
 
According to the affidavit in support of the complaint, during a review of the application for PPP 
funds, a senior vice president in the lender's regulatory compliance department noticed multiple 
discrepancies in the applicant limited liability company's employment information, concluded the 
application may be fraudulent, and, based on the discrepancies, the lender denied the application. 
 
Following the denial, law enforcement sought financial records from two other lenders. At the request 
of law enforcement, a representative from one of those lenders recorded a telephone conversation with 
the defendant for the purpose of confirming information listed on the PPP loan application for the 
applicant LLC. 
 
Source:  Law360 June 23, 2020  
 
Return to Table 

https://www.acfe.com/article.aspx?id=4295010402
https://www.acfe.com/article.aspx?id=4295010402
https://www.law360.com/articles/1281357/ppp-fraud-actions-highlight-importance-of-lender-vigilance
https://www.law360.com/articles/1281357/ppp-fraud-actions-highlight-importance-of-lender-vigilance
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Fraudulent Loan Applications by Alleged Restaurant Business 
 
In U.S. v. Staveley, two individuals were charged with conspiring to seek forgivable loans guaranteed 
by the Small Business Administration, claiming to have dozens of employees earning wages at four 
different restaurant business entities when, in fact, there were no employees working for any of the 
businesses. According to the affidavit in support of the complaint, one of the lenders that received a 
loan application from the defendants had prepared an enhanced due diligence review analysis 
memorializing the lender's due diligence on the loan opportunity, ultimately concluding that the 
business was not legitimate. 
 
Specifically, the analysis detailed that the restaurant business had closed in November 2018, that the 
local government tax assessment database indicated the property of the business had been purchased 
by another company in January 2020, and that a drive by of the property by the lender's Bank Secrecy 
Act officer indicated that the property was "currently in disrepair. There were dumpsters on-site and 
large red/orange notices indicating 'stop work' posted on door and windows of property. The restaurant 
has not been functional since it closed in 11/2018." 
 
Source:  Law360 June 23, 2020  
 
Return to Table 
PPP Loan Fraud in Florida and Ohio 
 
Federal prosecutors on Thursday announced charges against nine Florida and Ohio individuals for 
allegedly trying to scam the Paycheck Protection Program out of more than $24 million in loans, one 
of the biggest fraud cases yet involving the coronavirus relief program for small businesses. In 
complaints unsealed in Florida and Ohio federal courts, the U.S. Department of Justice alleged the 
scheme started small in May with a roughly $85,000 fraudulent loan obtained by Phillip J. Augustin, 
51, of Coral Springs, Florida, for his talent management company, but grew through recruitment until 
dozens of bogus applications were being submitted for millions of dollars in PPP loans. 
 
All told, prosecutors said the group sought loans totaling more than $24 million, using fake bank 
statements and other falsified documents to support applications filed with banks across the nation. 
Lenders went on to approve nearly four dozen of those applications and pay out more than $17 million, 
according to federal officials. In dollar terms, the purported scheme is among the largest alleged to date 
by federal prosecutors investigating fraud in connection with the PPP, which was launched in April as 
part of the federal government's efforts to limit the economic damage caused by the coronavirus 
pandemic. 
 
The $660 billion program allows small businesses to take out federally guaranteed loans of up to $10 
million each for use on payroll and overhead expenses, but its relatively lax borrower eligibility 
requirements and offer of full loan forgiveness have made the program an attractive target for fraud. 
Augustin, meanwhile, recruited more applicants by tapping his network from managing professional 
football players and brought in Williams to help coordinate, the government said. Bostic, Mckenzie 
and the other defendants are alleged to have become involved during this phase of the scheme, 
applying for PPP loans for their own companies and recruiting still more participants, according to the 
complaints. 
 
The actual work of the fraud isn't alleged to have been particularly sophisticated. The government said, 
for example, that the defendants submitted "nearly identical" fake bank statements with applications 

https://www.law360.com/articles/1281357/ppp-fraud-actions-highlight-importance-of-lender-vigilance
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for multiple companies and that the payroll documents accompanying a number of applications bore 
telltale signs of fraud. Perhaps unsurprisingly, the government said lenders wound up rejecting many 
of the sham loan applications that were filed as part of the scheme. But at least 42 PPP loans totaling 
$17.4 million were allegedly approved and funded, setting up the defendants to receive kickbacks from 
this money to the tune of nearly $1 million for Augustin alone, according to the complaints. When 
authorities searched the homes of two of those cooperators, the government said they "seized paper 
files for PPP loan applications for approximately 80 different entities." 
 
Source:  Law360 (August 6, 2020, 10:47 PM EDT)  
 
Return to Table 
Game of Thrones PPP Fraud 
 
A North Carolina insurance agency executive and apparent "Game of Thrones" enthusiast on Tuesday 
was hit with fraud charges for what prosecutors say was a scheme to unlawfully obtain over $6 million 
in COVID-19 relief funds for multiple entities. 
 
Tristan Bishop Pan, 38, of the Raleigh suburb of Garner, North Carolina, is accused of fraudulently 
seeking Paycheck Protection Program loans, which are guaranteed by the Small Business 
Administration under the Coronavirus Aid, Relief, and Economic Security, or CARES Act. 
 
Pan, the CEO of Pan Insurance Agency, also controlled or was tied to several other entities including 
Pan Realty LLC, Technology for Teaching and Digital Encryption Storage LLC. 
 
Prosecutors say Pan submitted several bogus PPP loan applications, not only on behalf of Pan 
Insurance Agency, but also other entities, including a trio of "Game of Thrones"-themed entities called 
White Walker LLC, Khaleesi LLC and The Night's Watch LLC, which appear to be named for the 
books/TV series' ice zombie-like creatures, dragon-wielding queen and the garrison of a giant ice-wall, 
respectively. 
 
Pan, the government says, schemed to defraud the SBA, multiple financial institutions and others by 
submitting false loan applications to obtain PPP funds. 
 
According to prosecutors, Pan submitted 14 PPP loan applications supported by false statements about 
the companies' employees and payroll expenses, as well as fake documents and falsified tax filings. 
Pan sought more than $6.1 million, and received over $1.7 million in benefits after his applications for 
the Pan Insurance Agency and White Walker were approved. 
 
Source:  Law360 (September 29, 2020, 9:22 PM EDT)  
 
Return to Table 
Paycheck Protection Program and Economic Injury Disaster Loan Scams 
 
On April 28, the U.S. Federal Trade Commission (FTC) warned small-business owners about scams 
involving funding from the U.S. Small Business Administration’s (SBA) programs in response to the 
COVID-19 fallout. (See New funding for Coronavirus SBA loans attracts scammers, by Rosario 
Méndez, Federal Trade Commission, April 28.) 
 
The alert is especially important for small-business owners thinking of applying for the loan programs 

https://www.law360.com/articles/1299158/feds-charge-9-with-24m-virus-relief-loans-fraud-scheme
https://www.law360.com/banking/articles/1314903
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in the future. 
 
According to the FTC, fraudsters are setting up phishing emails and fake websites to steal struggling 
small business owners’ personally identifiable information (PII), such as Social Security numbers and 
bank information. 
 
On April 17, the FTC charged a Rhode Island company, Ponte Investments LLC, and its owner, with 
falsely claiming to be an approved lender under the SBA Paycheck Protection Program (PPP), which is 
part of the Coronavirus Aid, Relief, and Economic Security Act. 
 
According to the FTC’s complaint, the defendants directly called small businesses, claimed to be 
representing the SBA, and solicited loan applications and victims’ PII on behalf of the businesses’ 
banks. Ponte Investments also said on its website that it was a direct lender for PPP. 
 
Source:  Robert E. Holtfreter, Ph.D., CFE, ACFE Fraud Magazine, July/August 2020  
 
Return to Table 
Defense Contractor Charged with Bank Fraud, PPP Fraud, and Money Laundering 
 
A defense contractor, Kao, in Hawaii has been charged with bank fraud and money laundering for 
stealing more than $12.8 million in Paycheck Protection Program (PPP) money. 
 
According to the charges, Kao falsely inflated the number of employees on the loan application and 
falsely certified that the applicant and its affiliates would not receive, and had not received, another 
PPP loan. 
 
Source:  J. Edward Moreno, The Hill, Defense Contractor Charged for Allegedly Stealing More Than 
$12.8M in PPP Funds  
 
Return to Table 
Loan Fraud Charges 
 
Utah pair, Ugarte and Rowberry, allegedly made or caused to be made false statements in a loan 
application. They applied for the loan under the PPP provision of the CARES Act. In the loan 
application, the defendants allegedly falsely conveyed that the business owner was not under 
indictment—although he had been indicted on wire fraud and money laundering charges in October 
2019—and did not reveal that he had entered into a felony drug possession pretrial diversion 
agreement. The indictment also charged the defendants with wire fraud and money laundering related 
to the $210,000 payment made in relation to the PPP loan. 
 
Source:  DOT OIG, Utah Pair Indicted on Loan Fraud Charges Related to the CARES Act  
 
Return to Table 

https://thehill.com/homenews/news/519083-defense-contractor-charged-for-allegedly-stealing-more-than-128m-in-ppp-fraud
https://thehill.com/homenews/news/519083-defense-contractor-charged-for-allegedly-stealing-more-than-128m-in-ppp-fraud
https://www.oig.dot.gov/library-item/37973
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PPP Application Fraud 
 
A Bergen County Attorney applied for PPP loan applications to three different lenders on behalf of 
three different businesses that purportedly provided educational services, with fabrication of the 
existence of hundreds of employees. 
 
Source:  SSA OIG, Bergen County Attorney Charged with Fraudulently Obtaining $9M in Loans 
Meant to Help Small Businesses During COVID-19 Pandemic  
 
Return to Table 
Hollywood Film Producer PPP Fraud 
 
A Hollywood Film Producer made a series of misrepresentations to a bank and the Small Business 
Administration and used Paycheck Protection Program loans to pay off his personal credit card debts 
and other personal expenses, rather than using the funds for legitimate business needs. 
 
Source:  FDIC OIG, Hollywood Film Producer Charged with $1.7 Million COVID-Relief Fraud  
 
Return to Table 
Multi-Million PPP Fraud Scheme 
 
An Austin man submitted fraudulent application with supporting paperwork of two fictitious 
companies, where the individual used the funds for personal use. 
 
Source:  FDIC OIG - Federal Complaint Filed Against Austin Man for Multi-Million Dollar Fraud 
Scheme Related to the SBA Paycheck Protection Program During COVID-19 Pandemic  
 
Return to Table 
Seattle Doctor Charged with COVID Relief Fraud 
 
A Seattle doctor submitted several fraudulent PPP loan applications to federally insured financial 
institutions in the names of businesses with no actual operations or by misrepresenting the business’s 
eligibility. 
 
Source:  FDIC OIG - Seattle Doctor Charged with COVID Relief Fraud  
 
Return to Table 
California Man Charged with COVID-Relief Fraud 
 
A California man submitted fraudulent loan applications that made numerous false and misleading 
statements about the companies’ respective business operations and payroll expenses. 
 
Source:  FDIC OIG, California Man Charged with COVID-Relief Fraud  
 
Return to Table 

https://oig.ssa.gov/audits-and-investigations/investigations/sep3-nj-attorney-nine-million-fraudulent-ppp-loans
https://oig.ssa.gov/audits-and-investigations/investigations/sep3-nj-attorney-nine-million-fraudulent-ppp-loans
https://www.fdicoig.gov/press-release/hollywood-film-producer-charged-17-million-covid-relief-fraud
https://www.fdicoig.gov/press-release/federal-complaint-filed-against-austin-man-multi-million-dollar-fraud-scheme-related
https://www.fdicoig.gov/press-release/federal-complaint-filed-against-austin-man-multi-million-dollar-fraud-scheme-related
https://www.fdicoig.gov/press-release/seattle-doctor-charged-covid-relief-fraud
https://www.fdicoig.gov/press-release/california-man-charged-covid-relief-fraud
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St. Paul Man Charged With COVID-Relief Fraud, Money Laundering 
 
A St. Paul man submitted a false and misleading PPP application. 
 
Source:  FDIC OIG, St. Paul Man Charged With COVID-Relief Fraud, Money Laundering  
 
Return to Table 
North Carolina Man Charged with COVID-19 Relief Fraud 
 
Alleged fraudulently applied for two EIDLs and a PPP loan between April and June of this year. The 
PPP loan application was supported by falsified documents. 
 
Source:  FDIC OIG, North Carolina Man Charged with COVID-19 Relief Fraud  
 
Return to Table 
Warwick Man Admits to Conspire to Fraudulently Obtain COVID-19 Stimulus Loans 
 
A Warwick man applied for loans with fictitious claims of having dozens of employees earning wages 
at four different business. 
 
Source:  FDIC OIG, Warwick Man Admits to Conspire to Fraudulently Obtain COVID-19 Stimulus 
Loans 
 
Return to Table 
RI Man Charged with Fraudulently Seeking $4.7 Million in Covid-19 Stimulus Loans 
 
A RI man Applied for PPP Loans under family members names to pay for various companies which 
investigators could not find records for 
 
Source:  FDIC OIG - RI Man Charged with Fraudulently Seeking $4.7 Million in Covid-19 Stimulus 
Loans  
 
Return to Table 
West L.A. Man Charged with Fraudulently Obtaining COVID-Relief Loans 
 
A West L.A. man submitted fraudulent loan applications that made numerous false and misleading 
statements about the companies’ business operations and payroll expenses. Some fund were used on 
gambling excursions to Las Vegas and transferred to his stock trading accounts. 
 
Source:  FHFA OIG, West L.A. Man Charged with Fraudulently Obtaining about $9 Million in 
COVID-Relief Loans, Some of Which He Gambled Away in Las Vegas  
 
Return to Table 

https://www.fdicoig.gov/press-release/st-paul-man-charged-covid-relief-fraud-money-laundering
https://www.fdicoig.gov/press-release/north-carolina-man-charged-covid-19-relief-fraud
https://www.fdicoig.gov/press-release/warwick-man-admits-conspire-fraudulently-obtain-covid-19-stimulus-loans
https://www.fdicoig.gov/press-release/warwick-man-admits-conspire-fraudulently-obtain-covid-19-stimulus-loans
https://www.fdicoig.gov/press-release/ri-man-charged-fraudulently-seeking-47-million-covid-19-stimulus-loans
https://www.fdicoig.gov/press-release/ri-man-charged-fraudulently-seeking-47-million-covid-19-stimulus-loans
https://www.fhfaoig.gov/sites/default/files/Press%20Release%20West%20LA%20Man%20Charged%20with%20Fraudulently%20Obtaining%20COVID-Relief%20Loans.pdf
https://www.fhfaoig.gov/sites/default/files/Press%20Release%20West%20LA%20Man%20Charged%20with%20Fraudulently%20Obtaining%20COVID-Relief%20Loans.pdf
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Houston Entrepreneur COVID Relief Fraud 
 
Alleged, Price, submitted fraudulent PPP loan and spent the money on luxury items, real estate and 
personal entertainment. 
 
Source:  FHFA OIG, Houston Entrepreneur Charged with Spending COVID Relief Funds on 
Improper Expenses Including Lamborghini and Strip Club  
 
Return to Table 
Texas Women Fraudulently Obtains COVID Relief Funds 
 
A Texas women applied for PPP loan with false statements of having employees. 
 
Source:  FHFA OIG, Texas Woman Charged with Fraudulently Obtaining Nearly $2 Million in 
COVID Relief Funds  
 
Return to Table 
Man Charged with $5 Million Coronavirus Relief Loan Scheme 
 
Eastern District of Texas, Samuel Yates was charged with wire fraud, bank fraud, false statements to a 
financial institution, and false statements to the Small Business Administration in connection with the 
Coronavirus Aid, Relief, and Economic Security (CARES) Act. 
 
According to the court documents, Yates allegedly obtained an Employer Identification Number from 
the Internal Revenue Service (IRS) in March 2020 in order to document a business to use in fraudulent 
CARES Act-related loan applications. 
 
Source:  TIGTA, Man Charged with $5 Million Coronavirus Relief Loan Scheme  
 
Return to Table 
Software Engineer Charged with Relief Loan Scheme 
 
On May 22, 2020, in the Western District of Washington, Baoke Zhang was arrested and charged with 
wire fraud and bank fraud in connection with the Coronavirus Aid, Relief, and Economic Security 
(CARES) Act. 
 
According to the court documents, Zhang submitted three different loan applications to two different 
lenders, seeking more than $1.5 million under the Paycheck Protection Program (PPP). 
 
Source:  TIGTA - Software Engineer Charged with $1.5 Million Coronavirus Relief Loan Scheme  
 
Return to Table 
Illinois Man Charged with Coronavirus Relief Loan Scheme 
 
On June 15, 2020, in the Northern District of Illinois, Rahul Shah was charged with bank fraud and 
false statements to a financial institution in connection with the Coronavirus Aid, Relief, and 
Economic Security (CARES) Act. 
 
According to the court documents, Shah owned N2N Holdings, a company operating under the name 

https://www.fhfaoig.gov/sites/default/files/Press%20Release-Arrest%20of%20Lee%20Price%20III.pdf
https://www.fhfaoig.gov/sites/default/files/Press%20Release-Arrest%20of%20Lee%20Price%20III.pdf
https://www.fhfaoig.gov/sites/default/files/texas-woman-charged-fraudulently-obtaining-nearly-2-million-covid-relief-funds.pdf
https://www.fhfaoig.gov/sites/default/files/texas-woman-charged-fraudulently-obtaining-nearly-2-million-covid-relief-funds.pdf
https://www.treasury.gov/tigta/oi_highlights.shtml
https://www.justice.gov/opa/pr/software-engineer-charged-washington-covid-relief-fraud
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Boardshare in Evanston, Illinois. On or about April 30, 2020, a financial institution in Pittsburgh, 
Pennsylvania, received a loan application seeking $441,138 under the Paycheck Protection Program 
(PPP). The PPP is authorized under the CARES Act to provide forgivable loans to small businesses for 
job retention and certain other expenses. The loan application for N2N Holdings included falsified 
Internal Revenue Service (IRS) documents purporting to show employee and payroll amounts. Shah 
reported that his business had 10 employees and an average monthly payroll of $176,455. 
 
A review of the IRS records determined that the IRS forms and documents Shah submitted regarding 
N2N Holdings contained false information, and the average payroll for N2N Holdings was lower than 
Shah claimed. 
 
Source:  TIGTA OIG, Illinois Man Charged with Coronavirus Relief Loan Scheme  
 
Return to Table 
Two Men Use Synthetic Identities, Existing Shell Companies, and Prior Fraud Experience to 
apply for COVID Relief Loan 
 
Used approximately 700 synthetic identities, in addition to stolen identities, to create bank accounts 
and shell companies, then used these entities to apply for PPP loans. 
 
Source:  SSA OIG, FDIC OIG, Two Men Who Allegedly Used Synthetic Identities, Existing Shell 
Companies, and Prior Fraud Experience to Exploit Covid-19 Relief Programs Charged in Miami 
Federal Court  
 
Return to Table 
Massachusetts Man Charged with COVID-Relief Fraud 
 
Massachusetts man filed fraudulent loan applications seeking more than $13 million in forgivable 
Paycheck Protection Program. Application misrepresented the number of employees and payroll 
expenses and falsely certified that the United States was the primary residence for his employees. 
 
Source:  BCFP / BoG FRS OIG, FDIC OIG, Massachusetts Man Charged with COVID-Relief Fraud  
 
Return to Table 
New York Brothers Charged With COVID-Relief Fraud 
 
Applied for PPP loans with numerous false and misleading statements about the companies’ respective 
business operations and payroll expenses. 
 
Source:  BCFP / BoG FRS OIG, FDIC OIG, FHFA OIG, New York Brothers Charged With COVID-
Relief Fraud  
 
Return to Table 
Small Business Owner PPP Fraud 
 
Owner of Wedding Planning Company submitted fraudulent applications for over $3 million in PPP 
loans to two different SBA-approved lenders. In these applications, the alleged falsely stated to over 
120 employees and used funds for personal use. 
 

https://www.treasury.gov/tigta/oi_highlights.shtml
https://oig.ssa.gov/audits-and-investigations/investigations/aug31-two-men-allegedly-used-synthetic-identities-covid19-fraud
https://oig.ssa.gov/audits-and-investigations/investigations/aug31-two-men-allegedly-used-synthetic-identities-covid19-fraud
https://oig.ssa.gov/audits-and-investigations/investigations/aug31-two-men-allegedly-used-synthetic-identities-covid19-fraud
https://www.fdicoig.gov/press-release/massachusetts-man-charged-covid-relief-fraud
https://www.justice.gov/opa/pr/new-york-brothers-charged-covid-relief-fraud
https://www.justice.gov/opa/pr/new-york-brothers-charged-covid-relief-fraud
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Source:  FDIC OIG, FHFA OIG, Owner of Wedding Planning Company Fraudulently Sought More 
Than $3 Million in Small Business Administration Paycheck Protection Program Loans  
 
Return to Table 
Engineer Charged in Texas with COVID-Relief Fraud 
 
Engineer in Texas sought millions of dollars in forgivable loans guaranteed by the SBA from two 
different banks by falsely claiming to have 250 employees. 
 
Source:  FDIC OIG, FHFA OIG, Engineer Charged in Texas with COVID-Relief Fraud  
 
Return to Table 
Texas Man Charged with COVID Relief Fraud 
 
Texas man submitted several fraudulent PPP loan applications to federally insured banks, including 
applications on behalf of a business that did not exist and other applications on behalf of a business 
with which he had no affiliation. 
 
Source:  FDIC OIG, FHFA OIG, Texas Man Charged with COVID Relief Fraud  
 
Return to Table 
Washington Tech Executive Charged with COVID-Relief Fraud and Money Laundering 
 
Washington tech executive used numerous false and misleading statements about the companies’ 
respective business operations and payroll expenses to apply for PPP Loans. 
 
Source:  FDIC OIG, FHFA OIG- Washington Tech Executive Charged with COVID-Relief Fraud and 
Money Laundering  
 
Return to Table 
Arkansas Project Manager COVID Relief Fraud 
 
Arkansas Project Manager, Hayford, sought millions of dollars in forgivable loans guaranteed by the 
SBA from multiple banks by claiming fictitious payroll expenses.  To support his applications, 
Hayford allegedly provided lenders with fraudulent payroll documentation purporting to establish 
payroll expenses that were, in fact, non-existent.  In addition, Hayford represented to a financial 
institution that the Limited Liability Partnership for which he applied for relief was established in 
January 2020 and was operating as of Feb. 15, 2020.  In fact, a search of the contents of Hayford’s 
email account revealed that Hayford did not create the partnership until April 2020, several days before 
he began applying for Paycheck Protection Program (PPP) loans. 
 
Source:  FDIC OIG, FHFA OIG, Arkansas Project Manager Pleads Guilty to Bank Fraud and False 
Statements in Connection With Covid-Relief Fraud  
 
Return to Table 

https://www.fdicoig.gov/press-release/texas-man-charged-covid-relief-fraud-false-statements-and-money-laundering
https://www.fdicoig.gov/press-release/texas-man-charged-covid-relief-fraud-false-statements-and-money-laundering
https://www.fdicoig.gov/press-release/engineer-charged-texas-covid-relief-fraud
https://www.fdicoig.gov/press-release/texas-man-charged-covid-relief-fraud-false-statements-and-money-laundering
https://www.fdicoig.gov/press-release/washington-tech-executive-charged-covid-relief-fraud-and-money-laundering
https://www.fdicoig.gov/press-release/washington-tech-executive-charged-covid-relief-fraud-and-money-laundering
https://www.fdicoig.gov/press-release/arkansas-project-manager-pleads-guilty-bank-fraud-and-false-statements-connection
https://www.fdicoig.gov/press-release/arkansas-project-manager-pleads-guilty-bank-fraud-and-false-statements-connection
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Fort Myers Business Owner COVID Relief Fraud 
 
Fort Myers, Florida man Casey David Crowther submitted a false and fraudulent Payroll Protection 
Program (PPP) loan application and revised PPP loan application to an insured financial institution on 
behalf of his company, Target Roofing and Sheet Metal, Inc. Specifically, Crowther falsely represented 
that the PPP funds would only be used for business-related purposes, and he falsely certified that the 
funds would be used to retain workers and maintain payroll or make mortgage payments, lease 
payments, and utility payments on behalf of Target Roofing. These materially false, fraudulent, and 
misleading representations caused the Small Business Administration (SBA) to approve the PPP 
application and issue $2,098,700 in PPP funds. Crowther then unlawfully used the funds to wire 
$689,417 for the purchase of a 2020 40-foot catamaran boat and $100,000 in connection with a 
$722,474 promissory note. 
 
Source:  PRAC, U.S. Attorney’s Office Middle District of Florida, Fort Myers Business Owner 
Indicted For COVID Relief Fraud  
 
Return to Table 
More Seizures of COVID Fraud Schemes 
 
The affidavit filed in support of the federal warrant alleges that the funds were seized as part of an 
investigation of a COVID-19 Small Business Administration (SBA) Paycheck Protection Program 
fraud scheme.  The alleged scheme implicated a bank account purportedly opened by Oscar Estala, 
and/or one or more other individuals in the Western District of North Carolina.  As alleged in court 
documents, the bank account identified in the seizure warrant was used to receive approximately 
$149,900 in funds fraudulently obtained from the SBA, purportedly for a small business named “VR 
Wesson.”  The funds from the SBA are intended to provide financial assistance to qualifying small 
businesses and individuals impacted by the coronavirus outbreak. As alleged in the unsealed affidavit, 
law enforcement determined that the account that received the funds was not used to fund a business or 
employees impacted by COVID-19. Instead, the account was used to make retail and gift card 
purchases. 
 
Source:  PRAC, U.S. Attorney’s Office Western District of North Carolina, Federal Authorities 
Announce More Seizures In Ongoing Effort To Combat COVID-19 Fraud Schemes  
 
Return to Table 
Texas Man False Payroll Documents to Obtain COVID Relief 
 
The criminal complaint alleges that Ohaebosim sought approximately $1.2 million in PPP loans 
through applications to an insured financial institution.  The complaint alleges that Ohaebosim 
submitted a PPP loan application that made numerous false and misleading statements regarding his 
company’s payroll expenses.  Specifically, as part of the loan application,  Ohaebosim allegedly 
provided a false IRS payroll tax form indicating that his company, Spite the Movie, LLC (“STM”), had 
over 100 employees who had received wages of approximately $983,000 with taxes withheld of 
approximately $122,000 in the first quarter of 2020.  In truth, and in fact, STM had not paid these 
employees and had not filed this form with the IRS.  Relying on this false IRS form, the financial 
institution in South Florida approved and funded approximately $1.2 million in PPP loans.  Law 
enforcement has seized these funds. 
 

https://www.justice.gov/usao-mdfl/pr/fort-myers-business-owner-indicted-covid-relief-fraud#:%7E:text=Fort%20Myers%2C%20Florida%20%E2%80%93%20United%20States,counts%20of%20illegal%20monetary%20transactions.
https://www.justice.gov/usao-mdfl/pr/fort-myers-business-owner-indicted-covid-relief-fraud#:%7E:text=Fort%20Myers%2C%20Florida%20%E2%80%93%20United%20States,counts%20of%20illegal%20monetary%20transactions.
https://www.justice.gov/usao-wdnc/pr/federal-authorities-announce-more-seizures-ongoing-effort-combat-covid-19-fraud-schemes
https://www.justice.gov/usao-wdnc/pr/federal-authorities-announce-more-seizures-ongoing-effort-combat-covid-19-fraud-schemes
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Source:  PRAC, U.S. Attorney’s Office Southern District of Florida, Texas Man Charged in Miami 
Federal Court with Using False Payroll Documents To Obtain $1.2 Million in Covid Relief  
 
Return to Table 
Detroit COVID-19 Fraud Scheme 
 
According to the plea agreement, Baker applied for and obtained a $590,000 Payroll Protection 
Program Loan on behalf of a purported business that he owns, called “Motorcity Solar Energy, Inc.” 
 
Source:  PRAC, U.S. Attorney’s Office Eastern District of Michigan, Detroit Resident Pleads Guilty 
In COVID-19 Fraud Scheme  
 
Return to Table 
NFL Player Charged in South Florida COVID Relief Fraud 
 
Federal prosecutors have charged NFL player Joshua J. Bellamy for his alleged participation in a 
scheme to file fraudulent loan applications seeking more than $24 million in forgivable Paycheck 
Protection Program (PPP) loans guaranteed by the Small Business Administration (SBA) under the 
Coronavirus Aid, Relief, and Economic Security (CARES) Act. 
 
The complaint alleges that Bellamy conspired with others to obtain millions of dollars in fraudulent 
PPP loans.  Early in the scheme, Phillip J. Augustin allegedly obtained a fraudulent PPP loan for his 
talent management company using falsified documents.  After submitting that application, Augustin 
then began to work with other co-conspirators, including Bellamy, on a scheme to submit numerous 
fraudulent PPP loan applications for confederate loan applicants, in order to receive kickbacks for 
obtaining the forgivable loans for them. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of Florida, NFL Player Charged in South 
Florida Federal Court for Alleged Role in $24 Million COVID-Relief Fraud Scheme  
 
Return to Table 
Seven Charged with Money Laundering Involving PPP Program 
 
In May 2020, Agard submitted a fraudulent PPP loan application for his business, Wild Stylz 
Entertainment, LLC, to a financial institution.  In support of the application, Agard submitted 
fraudulent supporting documents that made numerous false and misleading statements about Wild 
Stylz’s number of employees and payroll expenses.  The financial institution approved and funded a 
loan of over $395,000.  Agard disseminated the fraudulently obtained funds to other members of the 
conspiracy to conceal the true nature of their fraudulently obtained funds.  On May 27, 2020, Agard 
made $200,000 counter withdrawal at a bank branch.  On May 28, 2020, Agard withdrew $50,000 in 
cash and made a $96,000 counter withdrawal.  In June 2020, Duhart, Smith, and Lewis requested that 
Hunt provide Duhart, Smith, and Lewis with bank accounts in which to deposit fraudulently obtained 
PPP funds.  Hunt had previously participated in drug trafficking and financial fraud with two South 
Carolina business owners. The two South Carolina business owners agreed to let Lewis use their 
business bank accounts in return for a percentage of the fraudulent funds deposited in their account. 
Hunt provided the two South Carolina business owner’s banking information and additional account 
access information to Lewis.  During multiple recorded calls in early June 2020 Duhart, Lewis, Smith, 
and Hunt discussed the bank and wire fraud conspiracies. In one call, Lewis informed Hunt that the 
scheme involved fraudulent bank applications and that they needed to submit as many applications to 

https://www.justice.gov/usao-sdfl/pr/texas-man-charged-miami-federal-court-using-false-payroll-documents-obtain-12-million
https://www.justice.gov/usao-sdfl/pr/texas-man-charged-miami-federal-court-using-false-payroll-documents-obtain-12-million
https://www.justice.gov/usao-edmi/pr/detroit-resident-pleads-guilty-covid-19-fraud-scheme#:%7E:text=Detroit%20resident%20Darrell%20Baker%20pleaded,Agent%20in%20Charge%20Steven%20M.&text=D'Antuono%2C%20Special%20Agent%20in,of%20the%20FBI%20in%20Michigan.
https://www.justice.gov/usao-edmi/pr/detroit-resident-pleads-guilty-covid-19-fraud-scheme#:%7E:text=Detroit%20resident%20Darrell%20Baker%20pleaded,Agent%20in%20Charge%20Steven%20M.&text=D'Antuono%2C%20Special%20Agent%20in,of%20the%20FBI%20in%20Michigan.
https://www.justice.gov/usao-sdfl/pr/nfl-player-charged-south-florida-federal-court-alleged-role-24-million-covid-relief
https://www.justice.gov/usao-sdfl/pr/nfl-player-charged-south-florida-federal-court-alleged-role-24-million-covid-relief


  Cotton & Company 
   Observed COVID-19 Fraud Schemes 
 

38 

Summaries of COVID-19 Fraud Schemes 
the bank as possible by June 30th. 
 
Source:  PRAC, DOJ Office of Public Affairs, Seven Charged in Connection with a $2.1 Million 
Money Laundering Scheme that Involved Money from the Paycheck Protection Program  
 
Return to Table 
Falsely Claiming to be Farmers in COVID Relief Fraud 
 
The complaint alleges that Stanley and Philus submitted four fraudulent applications for over $1.1 
million.  In her PPP application, Stanley claimed to employ 18 individuals from her company, Dream 
Gurl Beauty Supply LLC.  In the EIDL application, Stanley claimed to generate over $800,000 in 
income and employed five individuals from a farm based in the yard of her Miami home.  Philus, 
meanwhile, stated that he employed 29 individuals at his company, Elegance Auto Boutique LLC.  In 
his EIDL application, Philus claimed to generate $400,000 in income and employed ten individuals 
from a farm located in the yard of a small residential home. 
 
In actuality, the complaint alleges that Stanley and Philus employed no one and the farms did not exist. 
Stanley and Philus, who are neighbors, worked together to effectuate the fraud and ultimately received 
over $1 million in fraudulent funds before their schemes were uncovered. 
 
Source:  PRAC, DOJ Office of Public Affairs, Miami Neighbors Charged with COVID-Relief Fraud 
after Falsely Claiming to be Farmers  
 
Return to Table 
Nevada Man Charged with Using COVID-Relief Fraud 
 
The complaint alleges that Casutt perpetrated a scheme to submit fraudulent EIDL applications to the 
SBA and PPP loan applications to federally insured banks.  The SBA guarantees the loans for COVID-
19 relief through the PPP under the Coronavirus Aid, Relief and Economic Security (CARES) Act.  
The CARES Act also authorizes the SBA to provide an EIDL of up to $2 million to eligible small 
businesses experiencing financial disruption due to the COVID-19 pandemic. 
 
Two of these fraudulent applications received funding: (1) a PPP loan for approximately $350,000 in 
the name of a business called Sky DeSign; and (2) an EIDL for approximately $150,000 in the name of 
a charity called Skyler’s C.F. Foundation, which is supposedly devoted to raising awareness about 
cystic fibrosis.  The loan applications indicated that each entity had numerous employees, significant 
payroll expenses, and substantial revenue.  According to the complaint, neither entity has employees 
nor pays any wages.  And Skyler’s C.F. Foundation had nowhere near the $600,000 revenue in 2019 
that Casutt listed on the entity’s EIDL application. 
 
Source:  PRAC, DOJ Office of Public Affairs, Nevada Man Charged with Using COVID-Relief Funds 
to Buy House  
 
Return to Table 
COVID-Relief Fraud and Money Laundering in Minnesota 
 
The indictment alleges Brenizer was the owner and manager of True-Cut Construction LLC (True-
Cut), a contracting and construction company located in Brooklyn Park, Minnesota.  In August 2018, 
True-Cut and Brenizer were ordered by the Minnesota Department of Labor and Industry to cease and 

https://www.justice.gov/opa/pr/seven-charged-connection-21-million-money-laundering-scheme-involved-money-paycheck#:%7E:text=Seven%20individuals%20were%20charged%20in,Protection%20Program%20(PPP)%20loan.
https://www.justice.gov/opa/pr/seven-charged-connection-21-million-money-laundering-scheme-involved-money-paycheck#:%7E:text=Seven%20individuals%20were%20charged%20in,Protection%20Program%20(PPP)%20loan.
https://www.justice.gov/opa/pr/miami-neighbors-charged-covid-relief-fraud-after-falsely-claiming-be-farmers
https://www.justice.gov/opa/pr/miami-neighbors-charged-covid-relief-fraud-after-falsely-claiming-be-farmers
https://www.justice.gov/opa/pr/nevada-man-charged-using-covid-relief-funds-buy-house
https://www.justice.gov/opa/pr/nevada-man-charged-using-covid-relief-funds-buy-house
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desist from doing business and in December 2019, True-Cut’s contractor license expired and was never 
renewed. 
 
Brenizer allegedly submitted a false and misleading PPP application in the name of True-Cut seeking 
approximately $841,000, but the application was denied.  On May 12, 2020, Brenizer again submitted 
a false and misleading PPP application in the name of True-Cut seeking approximately $841,000 in 
PPP funds.  This time, in order to conceal his involvement, Brenizer allegedly submitted the 
application under the name of another individual. 
 
Source:  PRAC, DOJ Office of Public Affairs, Minnesota Man Charged with COVID-Relief Fraud 
and Money Laundering  
 
Return to Table 
COVID Relief Fraud Scheme by Taiwanese National 
 
A Taiwanese national residing in New York, New York, for a fraudulent scheme to obtain over $7 
million in government-guaranteed loans designed to provide relief to small businesses during the novel 
coronavirus/COVID-19 pandemic.  In connection with loan applications for relief available from the 
Paycheck Protection Program (“PPP”) and the Economic Injury Disaster Loan (“EIDL”) Program, 
CHENG used the identities of other individuals to falsely represent to the SBA and five financial 
institutions that companies controlled by him had a total of over 200 employees and paid $1.5 million 
in monthly wages, when, in fact, his companies appear to have a total of no more than 14 employees. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of New York, Acting Manhattan U.S. 
Attorney Announces Charges In $7 Million Scheme To Defraud Loan Programs Intended To Help 
Small Businesses During COVID-19 Pandemic  
 
Return to Table 
Nevada Woman Charged with COVID-Relief Fraud 
 
Karen Chapon, aka Karen Hannafious, 50, of Las Vegas, Nevada, was charged by criminal complaint 
in the District of Nevada with one count of bank fraud and one count of making false statements to a 
financial institution.  The complaint alleges that, in support of her six fraudulent loan applications, 
Chapon made numerous false and misleading statements about her companies’ respective business 
operations and payroll expenses, and falsely denied that she had been convicted of a felony in the past 
five years. 
 
Source:  PRAC, DOJ Office of Public Affairs, Nevada Woman Charged with COVID-Relief Fraud  
 
Return to Table 
COVID-Relief Fraud in San Fernando 
 
Manukyan in June submitted two applications for PPP loans to Bank of America for $1.7 million on 
behalf of two shell companies registered in his name – Argo Global, Inc., and Express Wiring. 
 
Manukyan allegedly claimed Argo Global was a sewing business with 73 employees and submitted to 
Bank of America, and later the Small Business Administration, false tax documents purporting to show 
wages and taxes for the company. The underwriting packet also did not include a list of employees or 
associates for Argo Global, which listed a virtual office address in Beverly Hills as its place of 

https://www.justice.gov/opa/pr/minnesota-man-charged-covid-relief-fraud-and-money-laundering#:%7E:text=Kyle%20William%20Brenizer%2C%2032%2C%20of,Minnesota%20and%20remains%20in%20custody.
https://www.justice.gov/opa/pr/minnesota-man-charged-covid-relief-fraud-and-money-laundering#:%7E:text=Kyle%20William%20Brenizer%2C%2032%2C%20of,Minnesota%20and%20remains%20in%20custody.
https://www.justice.gov/usao-sdny/pr/acting-manhattan-us-attorney-announces-charges-7-million-scheme-defraud-loan-programs
https://www.justice.gov/usao-sdny/pr/acting-manhattan-us-attorney-announces-charges-7-million-scheme-defraud-loan-programs
https://www.justice.gov/usao-sdny/pr/acting-manhattan-us-attorney-announces-charges-7-million-scheme-defraud-loan-programs
https://www.justice.gov/opa/pr/nevada-woman-charged-covid-relief-fraud
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business, according to the affidavit. Ultimately, an $867,187 loan was approved for Argo Global, Inc. 
 
Source:  PRAC, U.S. Attorney’s Office Central District of California, San Fernando Valley Man 
Charged with Fraudulently Obtaining COVID-Relief Loans for His Sham Sewing Company  
 
Return to Table 
Paycheck Protection Program and Related Loan Fraud in D.C. 
 
Kenneth Gaughan, 41, of Washington, D.C sought and received approximately $2.1 million in PPP and 
EIDL loans through applications to SBA lenders on behalf of multiple companies, all falsely 
purporting to register emotional support animals.  Gaughan is alleged to have made false 
representations to receive the loan funds, including forged paperwork and bank records.  Gaughan then 
used a portion of the loan proceeds to purchase a 2020 Cruisers Yachts 338 CX 33-foot watercraft, a 
2020 Kia Stinger, and a rowhouse in Northeast, Washington, D.C.  In conjunction with Gaughan’s 
arrest, the government obtained a warrant authorizing the seizure of the yacht, the Kia Stinger, 
Gaughan’s investment account, and Gaughan’s bank accounts.  The government is also filing a civil 
forfeiture complaint against a home Gaughan purchased with his fraudulently obtained proceeds and 
filing a lis pendens on that property. 
 
Source:  PRAC, U.S. Attorney’s Office District of Columbia, District Man Charged with Over $2 
Million in Paycheck Protection Program and Related Loan Fraud  
 
Return to Table 
Five Charged in Paycheck Protection Program Fraud Scheme 
 
The indictment alleges that Thomas, Gaines, Green, and Benoit submitted, or assisted in the 
submission of, PPP loan applications on behalf of five businesses – Bellator Phront Group Inc. (owned 
by Thomas), Gaines Reservation and Travel LLC (owned by Gaines), Impact Creations LLC (owned 
by Green), Transportation Management Services, Inc. (owned by Benoit), and Lee Operations LLC – 
seeking loans of approximately $800,000 for each company.  Thomas, Gaines, Green, and Benoit 
caused to be submitted fraudulent loan applications that made numerous false and misleading 
statements about the companies’ number of employees and payroll expenses.  The financial institutions 
approved and funded over $4 million in loans. 
 
The indictment further alleges that shortly after receiving the PPP funds, Thomas, Gaines, Green, and 
Benoit transferred the money to secondary bank accounts, including an account controlled by Jackson.  
After Jackson received the PPP funds, she further distributed the funds.  Additionally, Thomas 
purchased a 2018 Mercedes-Benz S-Class S65AMG and a 2018 Land Rover Range Rover.  In the days 
and weeks following the disbursement of PPP funds, the indictment alleges that Thomas, Gaines, 
Green, and Benoit did not make payroll payments as they claimed they would on their loan 
applications. 
 
Source:  PRAC, DOJ Office of Public Affairs, Five Charged in Connection with an over $4 Million 
Paycheck Protection Program Fraud Scheme  
 
Return to Table 
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Nine Charged in COVID-Relief Fraud Scheme 
 
The owner of a Florida talent management company, two Northeast Ohio men, and six others have 
been charged via criminal complaint in federal court for their alleged participation in a scheme to file 
fraudulent loan applications seeking more than $24 million in forgivable Paycheck Protection Program 
(PPP) loans guaranteed by the Small Business Administration (SBA) under the Coronavirus Aid, 
Relief, and Economic Security (CARES) Act. 
 
Source:  PRAC, U.S. Attorney’s Office Northern District of Ohio, Nine charged in $24 million 
COVID-relief fraud scheme  
 
Return to Table 
Little Rock Woman Charged with COVID Relief Fraud 
 
The indictment alleges that Tubbs purported to own two businesses: The Little Piglet Soap Company, 
LLC, and Suga Girl Customs, LLC. According to the Arkansas Secretary of State, neither business is 
in good standing, and both businesses list Tubbs’ residence and personal phone number as the business 
contact information. 
 
On April 30, 2020, according to the indictment, Tubbs submitted a PPP application representing that 
Suga Girl Customs had paid $1,385,903 in wages and compensation during the first quarter of 2020. 
She was approved for a PPP loan of $1,518,887 and received the funds on May 5, 2020, but the 
indictment states that two days later, she used the proceeds to make an $8,000 payment on her personal 
student loan. The following week, according to the indictment, Tubbs spent approximately $6,000 in 
online purchases at retailers including Apple, Michael Kors, Sephora, Northface, Nike, and others. 
 
Similarly, on May 5, 2020, Tubbs submitted another PPP application, this time regarding The Little 
Piglet Soap Company. Based on the representations she made in the loan application, which the 
indictment alleges are not true, The Little Piglet Soap Company received a PPP loan for $414,375. 
 
Source:  PRAC, U.S. Attorney’s Office Eastern District of Arkansas, Little Rock Woman Charged 
with COVID Relief Fraud  
 
Return to Table 
D.C. Contractor COVID-Relief Fraud 
 
Oludamilare Olugbuyi, 40, of Washington, D.C., was charged in a federal criminal complaint filed in 
the District of Columbia with making false statements to a financial institution.  According to the 
complaint, Olugbuyi submitted several fake and fraudulent documents to a financial institution in 
support of two PPP loan applications seeking more than $400,000 in forgivable loans for a 
construction firm that he owned.  Specifically, Olugbuyi submitted what purported to be several IRS 
Forms 1099-MISC reporting hundreds of thousands of dollars in disbursements made to independent 
contractors. 
 
Source:  PRAC, DOJ Office of Public Affairs, Washington, D.C. General Contractor Charged with 
COVID-Relief Fraud  
 
Return to Table 

https://www.justice.gov/usao-ndoh/pr/nine-charged-24-million-covid-relief-fraud-scheme
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COVID Relief Fraud and Health Care Fraud 
 
The complaint alleges that Belone submitted several fraudulent PPP loan applications to federally 
insured financial institutions, other SBA-approved lenders, and the SBA in the name of R&S 
Pharmacy Inc. (R&S Pharmacy), a durable medical equipment company that allegedly submitted false 
and fraudulent claims to Medicare for orthotic braces that were medically unnecessary, ineligible for 
Medicare reimbursement and/or not provided as represented.  Belone was an owner of R&S Pharmacy.  
Patients interviewed as part of the investigation stated that they did not want or need orthotic braces; 
had not authorized their Medicare number to be used to submit claims for orthotic braces; and/or that 
they did not receive orthotic braces as represented by R&S Pharmacy in the claims that Belone and his 
co-conspirators submitted to Medicare. 
 
The complaint alleges that, to support the fraudulent PPP loan applications, Belone submitted fake tax 
documents and doctored profit and loss statements for R&S Pharmacy.  The complaint additionally 
alleges that Belone succeeded in fraudulently obtaining over $22,000 in PPP loan proceeds, and shortly 
thereafter, made payments, or caused payments to be made, to a company suspected of furthering the 
Medicare fraud scheme, and directed approximately $12,000 of the PPP loan money to a personal 
account under his control. 
 
Source:  PRAC, DOJ Office of Public Affairs, Washington, Florida Man Charged with COVID Relief 
Fraud and Health Care Fraud  
 
Return to Table 
Ophthalmologist Indicted For Defrauding SBA Program 
 
Acting U.S. Attorney Audrey Strauss said:  “While already facing charges for allegedly defrauding 
patients and insurers of millions of dollars, GOYAL allegedly used his practice to commit a new fraud 
in the midst of the COVID-19 pandemic.  As alleged, Goyal blatantly lied on multiple loan 
applications that he was not subject to any indictment, and on top of that, fraudulently double-dipped 
into the limited assets of the Paycheck Protection Program by pretending to apply on behalf of two 
separate businesses.  In so doing, Goyal allegedly looted over $630,000 in federal funds earmarked for 
legitimate small businesses in dire financial straits.” 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of New York, Ophthalmologist Previously 
Charged With Healthcare Fraud Indicted For Defrauding SBA Program Intended To Help Small 
Businesses During COVID-19 Pandemic  
 
Return to Table 
Dayton Business Owner Charged with COVID-Relief Fraud 
 
It is alleged Consuelo Jackson fraudulently sought forgivable loans in the amount of  $1.3 million and 
$1.2 million from the Small Business Administration by claiming to have 73 employees earning wages 
at a Dayton-based private investigation and security services business, Extract LLC.  In actuality, the 
charges allege there were few to no other employees working at Extract LLC. Consuelo Jackson also 
allegedly submitted false tax documents in support of her fraud. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of Ohio, Dayton business owner charged 
with COVID-relief fraud  

Return to Table 
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COVID-19 Related Loan Fraud 
 
Federal grand jury returned an indictment today charging a Norfolk man with submitting fraudulent 
disaster-related loan applications in connection with the COVID-19 outbreak that resulted in the 
disbursement of over $190,000 in proceeds. 
 
Source:  PRAC, U.S. Attorney’s Office Eastern District of Virginia, Man Indicted for COVID-19 
Related Loan Fraud  
 
Return to Table 
Chinese National COVID Relief Fraud 
 
From at least in or about March 2020 through at least on or about May 15, 2020, MA applied to the 
SBA and at least five banks for a total of over $20 million in Government-guaranteed loans for the his 
companies NYIC and Hurley (together, the “Ma Companies”) through the SBA’s PPP and EIDL 
Program.  In connection with these loan applications, MA represented, among other things, that he was 
the sole owner and executive director of the Ma Companies, that the Ma Companies were located on 
the sixth floor of his luxury condominium building in New York, New York, and that NYIC and 
Hurley together had hundreds of employees and paid millions of dollars in wages to those employees 
on a monthly basis.  In fact, however, MA appears to have been the only employee of NYIC since at 
least in or about 2019, and Hurley does not appear to have any employees.  In order to support the false 
representations made by MA in the loan applications about the number of employees at, and the wages 
paid by, the Ma Companies, MA submitted fraudulent and doctored bank records, tax records, 
insurance records, payroll records, and/or audited financial statements to five different banks, and also 
provided links to the Ma Companies’ websites, which describe them as purportedly “global” 
companies.  In the course of these loan applications, MA also misrepresented that he was a United 
States citizen, when, in fact, he is a Chinese national with lawful permanent resident status in the 
United States. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of New York, Chinese National Arrested For 
$20 Million Scheme To Fraudulently Obtain Loans Intended To Help Small Businesses During 
COVID-19 Pandemic  
 
Return to Table 
Triple-Dipping; and Name Dropping to Obtain PPP Loans 
 
“A politically connected defense contractor in Hawaii was arrested and charged Wednesday by the 
U.S. Justice Department for allegedly bilking the federal government out of $12.8 million in 
coronavirus relief aid meant to help small businesses. 
 
“Martin Kao, 47, is the CEO of Martin Defense Group, formerly known as Navatek LLC, a Honolulu-
based company that over the years has received millions of dollars in federal contracts, primarily to 
design state-of-the-art ship hulls for the U.S. Navy. 
 
“He’s charged with bank fraud and money laundering for falsifying loan applications for the Paycheck 
Protection Program that was created by Congress as part of the $2 trillion CARES Act meant to stave 
off financial ruin for individuals and businesses during the COVID-19 pandemic.” 
 
“According to the criminal complaint, Kau lied to lenders about how many employees he had so that 
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he could receive more money than he was eligible for and used his subsidiary companies to mask the 
fact that he had already obtained PPP loans from other institutions, which effectively allowed him to 
double-dip into the program.” 
 
“Price [U.S. Attorney for the District of Hawaii] said the evidence collected by IRS investigators show 
that Kao transferred more than $2 million in PPP money from Navatek to a personal bank account, but 
did not provide any more details about how that money was spent, noting only that it was the subject of 
further inquiry.” 
 
“The criminal complaint details how Kao tried to use his political connections to convince financial 
institutions to give him millions of dollars in PPP money. 
 
“In April, shortly after the program was created, Kao applied to Central Pacific Bank for $10 million 
— the maximum allowed — using inflated employment figures that showed he had nearly 500 
employees when in reality he had fewer than 150. 
 
“While Navatek is headquartered in Honolulu it has branch offices in other states, including Maine, 
Rhode Island, Michigan and Oklahoma. 
 
“Kao emailed Central Pacific Bank on April 2 to highlight this ‘growing presence’ and noted that he 
works ‘very closely’ with several U.S. senators who were champions of the CARES Act. He told the 
executive, according to the complaint, that he wanted to give the lawmakers an update and hoped he 
could provide them with a positive story about the bank’s ability to secure the loan on Navatek’s 
behalf.” 
 
“Kao continued to pressure the bank over the next several days with follow-up emails, according to the 
complaint, saying that he was working with Senate staffers who were more than happy to help the bank 
get Navatek’s loan approved. He also tried to downplay any discrepancies in the paperwork, noting in 
an email that at least one Senate staffer ‘wanted to STRESS that these are simple checks of information 
and mathematical accuracy … it is NOT an audit and the bank is ABSOLUTELY empowered and 
relying on the applicant’s representations and certifications.’ 
 
“’The bank has ZERO risk!’ Kao added. ‘I’m not barking at you. I’m just relaying a message from one 
of (the) highest authorities possible in Hawaii. Can you make sure this message gets to the correct 
person(s).’ 
 
“The complaint made clear that Kao had referenced specific politicians and their staff in his emails to 
Central Pacific Bank, but Price refused to divulge the names of those individuals when asked about 
them by Civil Beat at his Wednesday press conference.” 
 
“In all, federal investigators detailed three attempts by Kao to obtain PPP loans. Navatek received $2.8 
million from Radius Bank. Another application sent to First Hawaiian Bank for the same amount 
stalled out after an official there started asking questions about whether Navatek had already received 
money through the PPP program.” 
 
Source:  “Prominent Hawaii Defense Contractor Arrested For CARES Act Fraud,” Civilbeat.org, 
September 30, 2020  
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Serious Concerns of Potential Fraud in EIDL Program 
 
Complaints of more than 5,000 instances of suspected fraud from financial institutions receiving 
economic injury loan deposits (p.1). Fraud Schemes on Social Media:  Various romance scams and 
social media solicitations persuade people to provide personally identifiable information to “get free 
money.” The information is then used to apply for SBA economic injury loans and portions of the 
proceeds go to the ringleader (p.4). 
 
Source:  SBA OIG, Serious Concerns of Potential Fraud in EIDL Program Pertaining to the Response 
to COVID-19  
 
Return to Table 
PPP Loan Used to Purchase $318,497 Lamborghini 
 
According to authorities, David T. Hines, 29, first bought a super-luxury Lamborghini Huraca Evo 
after he received $4 million in COVID-19 relief loans for his supposedly ailing South Florida moving 
business. 
 
The Italian sports car — which he purchased for $318,497 in May — isn’t, of course, on the list of 
permissible expenses under a Small Business Administration loan program that’s meant to protect 
employees and cover other legitimate costs, like rent, during the coronavirus pandemic. 
 
Hines, who was arrested on July 24, also spent thousands of dollars on dating websites, jewelry and 
clothes, plus stays at high-end hotels such as the Fontainebleau and Setai on Miami Beach. According 
to the article, he was granted a $100,000 bond and will be allowed to stay at his mother’s home with a 
GPS monitor. Hines’ arraignment is scheduled for Oct. 14. 
 
Source:  Jay Weaver, Miami Herald, July 28, as cited by Emily Primeaux, CFE, in ACFE Fraud 
Magazine, September/October 2020  
 
Return to Table 

Payment Fraud  
Florida Men Charged with Stealing Credit, Tax Refunds, COVID-19 Stimulus Checks 
 
Adesh Alvin Bissoon, 41, of Miami Beach, Fla.; Michael Jacques Joseph, 37, of Miami Beach, Fla.; 
and Victor Torres, 38, of Apollo Beach, Fla.; are charged with defrauding at least 11 banks. 
 
According to the indictment, from 2012 through August 2020, the co-conspirators used the Dark Web 
to obtain personally identifiable information (PII) on individuals, including victims who at the time 
lived in the Southern District of Ohio. 
As part of the conspiracy, the three defendants allegedly used the IRS’s eAuthentication service to 
verify that the stolen PII was accurate and therefore useful in furtherance of the fraud. After verifying 
the PII, the defendants allegedly filed fraudulent tax returns in the names of some of the victims, 
causing those victims’ tax refunds and COVID-19 stimulus checks to be deposited into bank accounts 
controlled by the defendants. 
 
It is also alleged that the defendants used the victims’ information to create fraudulent Social Security 
cards and driver’s licenses, which they then used to open financial accounts in the victims’ names. The 
conspirators allegedly profited from the scheme by requesting convenience checks in high dollar 

https://www.sba.gov/sites/default/files/2020-07/SBA_OIG_Report_20-16_508.1.pdf
https://www.sba.gov/sites/default/files/2020-07/SBA_OIG_Report_20-16_508.1.pdf
https://www.miamiherald.com/news/local/article244517772.html
https://www.miamiherald.com/news/local/article244517772.html
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amounts from the fraudulently opened accounts. Bissoon, Joseph and Torres also registered LLCs with 
states and the IRS in order to obtain business credit cards with higher credit limits, according to the 
five-count indictment. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of Ohio, 3 Florida men charged with stealing 
credit, tax refunds, COVID-19 stimulus checks in bank fraud conspiracy involving more than $1 
million in losses  
 
Return to Table 
Mother and Daughter Charged with COVID-19 Related Wire Fraud 
 
EVANSVILLE – United States Attorney Josh J. Minkler announced today, Rose Ann Azzarello, 60, 
Ft. Branch, Ind., and Andrea Renee Pytlinski, 38, Ft. Branch, Ind., were arrested and charged with wire 
fraud. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of Indiana, Mother and daughter from 
Evansville charged with COVID-19 related wire fraud  
 
Return to Table 
Top Pandemic Challenges Facing the U.S. Department of Labor 
 
Challenges: Improper payments stemming from fraudulent activity continue to pose a significant threat 
to the integrity of the UI program, as identity thieves and organized criminal groups have found ways 
to exploit program weaknesses (p.2). 
 
Source:  DOL OIG, Top Pandemic Challenges Facing the U.S. Department of Labor  
 
Return to Table 
USDA Management Challenges for Pandemic-Related Responsibilities 
 
Challenges: Noncompliant with Federal requirements for improper payments, particularly with respect 
to several high-risk programs (as designated by OMB) that have received COVID-19 funds (p.2). 
 
Source:  USDA OIG, USDA Management Challenges for Pandemic-Related Responsibilities  
 
Return to Table 
Management Alert:  Top Oversight Challenges Facing the Department of Commerce to 
Ensuring That Pandemic Funds Are Timely and Appropriately Spent 
 
Challenges: The emergency and disaster relief environment can create incentives and opportunities for 
grant recipients to deviate from standard practices meant to insure effective control of U.S.-funded 
contracts, grants, and awards (p.5). 
 
Source:  DOC OIG, Management Alert:  Top Oversight Challenges Facing the Department of 
Commerce to Ensuring That Pandemic Funds Are Timely and Appropriately Spent  
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https://www.justice.gov/usao-sdoh/pr/3-florida-men-charged-stealing-credit-tax-refunds-covid-19-stimulus-checks-bank-fraud
https://www.justice.gov/usao-sdoh/pr/3-florida-men-charged-stealing-credit-tax-refunds-covid-19-stimulus-checks-bank-fraud
https://www.justice.gov/usao-sdoh/pr/3-florida-men-charged-stealing-credit-tax-refunds-covid-19-stimulus-checks-bank-fraud
https://www.justice.gov/usao-sdin/pr/mother-and-daughter-evansville-charged-covid-19-related-wire-fraud
https://www.justice.gov/usao-sdin/pr/mother-and-daughter-evansville-charged-covid-19-related-wire-fraud
https://www.oig.dol.gov/public/Top%20Pandemic%20Challenges%20June%202020.pdf
https://www.usda.gov/sites/default/files/MgmtChallenges2019_4.pdf
https://www.oig.doc.gov/OIGPublications/OIG-20-031-M.pdf
https://www.oig.doc.gov/OIGPublications/OIG-20-031-M.pdf
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Alert Memorandum:  The Pandemic Unemployment Assistance Program Needs Proactive 
Measures to Detect and Prevent Improper Payments and Fraud 
 
Alert: the associated risk of improper payments and fraud is significant, as the UI program historically 
experiences some of the highest improper payment rates within the federal government. The Office of 
Inspector General (OIG) believes state’s reliance on self-certifications alone to ensure eligibility for 
PUA will lead to increased improper payments and fraud (p.1). 
 
Source:  DOL OIG, Alert Memorandum:  The Pandemic Unemployment Assistance Program Needs 
Proactive Measures to Detect and Prevent Improper Payments and Fraud  
 
Return to Table 
Employment and Training Administration - COVID-19:  More Can Be Done to Mitigate Risk to 
Unemployment Compensation Under the CARES Act 
 
Alert: on May 26, 2020, OIG issued an alert memorandum highlighting the increased risk for fraud due 
to the sole reliance on self-certification for claimant eligibility (p.4). Improper payments related to 
PUA program (p.5). 
 
Source:  DOL OIG, Employment and Training Administration - COVID-19:  More Can Be Done to 
Mitigate Risk to Unemployment Compensation Under the CARES Act  
 
Return to Table 
Significant Concerns:  Expediting Pandemic Response Efforts while Protecting Workers' 
Benefits 
 
Risks: Improper payments stemming from fraudulent activity continue to pose a significant threat to 
the integrity of the UI program. “Incomplete or obviously inaccurate.” OIG investigations have 
revealed schemes in which fictitious companies or dishonest businesses seeking to acquire foreign 
workers filed fraudulent applications with DOL. 
 
Source:  DOL OIG, Significant Concerns:  Expediting Pandemic Response Efforts while Protecting 
Workers' Benefits  
 
Return to Table 
ACH Transactions During COVID-19 
 
Awareness: ACH fraud occurs when a criminal gains access to an account to make unauthorized ACH 
payments or withdrawals. A criminal can commit ACH fraud by possessing merely two pieces of 
information: your business checking account number and your bank routing number. With that 
information, a criminal can make an improper payment for goods or services, either by phone or 
online. Usually, the victim first learns of the ACH fraud when conducting a routine bank 
reconciliation, by which time the criminal (and the stolen funds) have long since disappeared. 
 
Source:  LSC OIG, ACH Transactions During COVID-19  
 
Return to Table 

https://www.oig.dol.gov/public/reports/oa/viewpdf.php?r=19-20-002-03-315&y=2020
https://www.oig.dol.gov/public/reports/oa/viewpdf.php?r=19-20-002-03-315&y=2020
https://www.oig.dol.gov/public/reports/oa/viewpdf.php?r=19-20-008-03-315&y=2020
https://www.oig.dol.gov/public/reports/oa/viewpdf.php?r=19-20-008-03-315&y=2020
https://www.oig.dol.gov/significant_concerns.htm
https://www.oig.dol.gov/significant_concerns.htm
https://www.oig.lsc.gov/images/pdfs/invest_results/Fraud_Corner_ACH_COVID-19_Final.pdf
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Unemployment Fraud  

COVID-19 Related Mail Fraud 
 
Alvin Lavon Rex, age 61, from Schaller, Iowa, has been charged with one count of mail fraud.  The 
charge is contained in a criminal complaint unsealed today in United States District Court in Sioux 
City. 
 
The complaint alleges that, in about May 2020, Rex received approximately $19,000 in deposits in his 
account at a bank in Storm Lake.  The deposits were moneys received from unemployment claims 
made in Massachusetts and Arizona.  The complaint further alleges that Rex then made a series of cash 
withdrawals from his account and mailed the cash to at least one other person in Maryland. 
 
Source:  PRAC, U.S. Attorney’s Office Northern District of Iowa, Schaller Man Charged with 
COVID-19 Related Mail Fraud  
 
Return to Table 
Stolen PII Used to Claim Unemployment Benefits 
 
On March 22, Bob’s Discount Furniture in Bridgewater, New Jersey, furloughed one of its employees, 
Myra Walker, because of the pandemic. When she tried to file [a claim] for unemployment benefits, 
she discovered that someone had already created one in her name. Walker then found that a fraudster 
had used her stolen Social Security number (SSN) and date of birth to file a claim on Feb. 9 and then 
received a payment of $464 on Feb. 15. 
 
Source:  “Woman tries to file for unemployment but can’t. Someone else is getting benefits in her 
name,” by Karin Price Mueller, NJ Advance Media for NJ.com, May 2, as cited by Robert E. 
Holtfreter, Ph.D., CFE, ACFE Fraud Magazine September/October 2020  
 
Return to Table 
Fraudulent Unemployment Claims 
 
Maine Commissioner of Labor Laura Fortman warned that scammers are taking advantage of 
pandemic unemployment assistance programs to file fraudulent claims by using the personal 
information of other people, including Maine residents. They urged Mainers to notify the Maine 
Department of Labor if they believe that someone has used their identity to fraudulently apply for or 
obtain unemployment benefits. 
 
Source:  DOL OIG, State and Federal Officials Urge Mainers to Report Unemployment Fraud  
 
Return to Table 
US DOL Prevents Fraudulently Filed Unemployment Insurance Claims 
 
DOL-OIG in collaboration with OESC stops nearly 3,800 fraudulently filed unemployment insurance 
claims including 1,300 filed from a range of IP addresses located in London, England, which amounted 
to a savings of more than $15.9m for tax payers. 
 
Source:  DOL OIG - The U.S. Department of Labor Office of Inspector General and Oklahoma  
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https://www.justice.gov/usao-ndia/pr/schaller-man-charged-covid-19-related-mail-fraud
https://www.justice.gov/usao-ndia/pr/schaller-man-charged-covid-19-related-mail-fraud
https://www.fraud-magazine.com/article.aspx?id=4295011122
https://www.fraud-magazine.com/article.aspx?id=4295011122
https://www.fraud-magazine.com/article.aspx?id=4295011122
https://www.oig.dol.gov/public/Press%20Releases/State%20and%20Federal%20Officials%20Urge%20Mainers%20to%20Report%20Unemployment%20Fraud.pdf
https://www.oig.dol.gov/public/Press%20Releases/NDOK_UI.pdf
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Maryland DOL Uncovers Massive fraudulent Unemployment Insurance Claims Scheme 
 
The State of Maryland has uncovered a massive and sophisticated criminal enterprise involving more 
than 47,500 fraudulent unemployment insurance claims in Maryland and totaling over $501 million. 
Urges citizens to remain vigilant and to report suspicious activity or fraudulent use of their personal 
information. 
 
Source:  DOL OIG, Maryland Department of Labor Uncovers Massive fraudulent Unemployment 
Insurance Claims Scheme  
 
Return to Table 
State Contractor Charged in $2 million Unemployment 
 
Brandi Hawkins was a contract employee for the State of Michigan Unemployment Insurance Agency 
used her insider access to fraudulently release payment on hundreds of fraudulent claims amidst 
COVID outbreak. 
 
Source:  DOL OIG, State Contractor Charged in $2 million Unemployment Fraud Scheme  
 
Return to Table 
Unemployment Fraud Scheme 
 
Southfield Man George Baker filed numerous fraudulent applications for unemployment insurance 
benefits in the names of various individuals in State of Pennsylvania and State of Michigan. 
 
Source:  DOL OIG, Southfield Man Charged in Multi-State Identify Theft and Unemployment Fraud 
Scheme  
 
Return to Table 
Unemployment Insurance Scam 
 
An employee of the State of Michigan’s Unemployment Insurance Agency and a Detroit Woman were 
charged in a criminal complaint for their alleged role in a $1.8M unemployment insurance fraud 
scheme aimed at defrauding the State of Michigan and the U.S. Government of funds earmarked for 
unemployment assistance during the COVID19 pandemic. 
 
Source:  DOL OIG, Two Charged in $1.8 million Unemployment Insurance Scam  
 
Return to Table 
Chester County COVID-19 Related Unemployment Fraud 
 
Perpetrators assisted individuals incarcerated at Chester County Prison and other correctional 
institutions in fraudulent efforts to obtain Pandemic Unemployment Assistance (PUA) benefits. 
 
Source:  DOL OIG, Four Chester County Residents Charged with COVID-19 Related Unemployment 
Fraud  
 
Return to Table 

https://www.oig.dol.gov/public/Press%20Releases/Maryland%20Department%20of%20Labor%20Uncovers%20Massive%20Criminal%20Fraud%20Scheme.pdf
https://www.oig.dol.gov/public/Press%20Releases/Maryland%20Department%20of%20Labor%20Uncovers%20Massive%20Criminal%20Fraud%20Scheme.pdf
https://www.oig.dol.gov/public/Press%20Releases/State%20Contractor%20Charged%20in%20$2%20million%20Unemployment%20Fraud%20Scheme.pdf
https://www.oig.dol.gov/public/Press%20Releases/Baker%20complaint%20pr.pdf
https://www.oig.dol.gov/public/Press%20Releases/Baker%20complaint%20pr.pdf
https://www.oig.dol.gov/public/Press%20Releases/ED_MI_UI_Scam-082520.pdf
https://www.oig.dol.gov/public/Press%20Releases/ED_PA_PUA_Arrests.pdf
https://www.oig.dol.gov/public/Press%20Releases/ED_PA_PUA_Arrests.pdf
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Fraudulent Unemployment Insurance Application 
 
Alleged, Christopher Ferrera and Ashley Bourdier fraudulently applied for and received 
unemployment benefits by using the identities of other people. 
 
Source:  DOL OIG, Two Individuals Charged With Fraudulently Filing For Unemployment Insurance  
 
Return to Table 
Le Mars COVID-19 Related Unemployment Fraud 
 
Dennis George Chinn, age 54, from Le Mars, Iowa, was convicted of theft of government funds. 
 
In a plea agreement, Chinn admitted to falsely reporting his income, stating it was $150 per week so he 
could get an additional $600 weekly payment, and fraudulently obtaining unemployment benefits 
related to COVID-19 relief funds to which he was not entitled.  In total, Chinn obtained over $13,000 
in COVID-19 pandemic CARES Act Iowa unemployment funds.  
 
Source:  PRAC, U.S. Attorney’s Office Northern District of Iowa, Le Mars Man Pleads Guilty to 
COVID-19 Related Unemployment Fraud  
 
Return to Table 
COVID-19 Related Unemployment Fraud in Iowa 
 
The complaints and indictment separately allege that each of the three men fraudulently obtained 
unemployment benefits related to COVID-19 relief funds to which they were not entitled.  Rex and 
Johnson are charged with mail fraud and Whorton is charged with wire fraud. 
 
Source:  PRAC, U.S. Attorney’s Office Northern District of Iowa, Three Men Charged with COVID-
19 Related Unemployment Fraud 
 
Return to Table 
CARES Act Unemployment Fraud 
 
The criminal complaint, filed July 29, alleges that Peck secured a Post Office (P.O.) box at the Portairs 
Station in Corpus Christi in May 2020. Within weeks, authorities noticed a large volume of Texas 
Workforce Commission (TWC) correspondence addressed to several different individuals, but at the 
same mailing address, according to the charges. The complaint further alleges claims for 85 different 
individuals had been submitted to TWC for Pandemic Unemployment Assistance (PUA) - all listing 
Peck’s P.O. Box as their address on file. 
 
The investigation revealed several of those applications listed the same names, but had different Social 
Security (SS) numbers, according to the charges. Numerous applications also allegedly indicated a 
Texas residence. However, the investigation revealed SS numbers on many of the claims were actually 
associated with persons residing outside of Texas, according to the complaint. 
 
Source:  PRAC, U.S. Attorney’s Office Southern District of Texas, Corpus Christi man charged with 
CARES Act unemployment fraud  

Return to Table 

https://www.oig.dol.gov/public/Press%20Releases/SDNY_UI_Release.pdf
https://www.justice.gov/usao-ndia/pr/le-mars-man-pleads-guilty-covid-19-related-unemployment-fraud#:%7E:text=A%20Le%20Mars%2C%20Iowa%20man,of%20theft%20of%20government%20funds.
https://www.justice.gov/usao-ndia/pr/le-mars-man-pleads-guilty-covid-19-related-unemployment-fraud#:%7E:text=A%20Le%20Mars%2C%20Iowa%20man,of%20theft%20of%20government%20funds.
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https://www.justice.gov/usao-sdtx/pr/corpus-christi-man-charged-cares-act-unemployment-fraud
https://www.justice.gov/usao-sdtx/pr/corpus-christi-man-charged-cares-act-unemployment-fraud
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Unemployment Fraud and Identity Fraud 
 
Charging documents allege that Sozi engaged in a scheme to use stolen identity information to open 
accounts, make purchases, rent cars and apply for PUA benefits. Sozi allegedly obtained this stolen 
identity information from various sources, including from a Cambridge realty company that collected 
the personal identifying information of people who sought to rent local apartments. Sozi lived with an 
individual who had worked for this realty company, and agents found various files belonging to the 
company in Sozi’s apartment. Numerous identity theft victims tied to Sozi had been clients of this 
realty company, including at least one person in whose name a fraudulent PUA claim was filed. 
 
Court documents reflect that Sozi, along with a female accomplice, opened credit accounts at an office 
supply retailer under various fake identities and then used these accounts to purchase Visa gift cards, 
resulting in a loss to the retail chain of more than $100,000. Sozi allegedly used another stolen identity 
to purchase a Rolex for more than $15,000. It is further alleged that he also possessed a Maine driver’s 
license, bearing his photograph and the name of an identity theft victim, which was used to open a 
bank account and to make large purchases at an Apple Store. 
 
Source:  PRAC, U.S. Attorney’s Office District of Massachusetts, Malden Man Indicted for CARES 
Act Pandemic Unemployment Fraud and Identity Fraud  
 
Return to Table 
Seize Over $80,000 Tied to COVID-19 Unemployment Fraud 
 
CHARLOTTE, N.C. – Federal authorities have seized $80,661.05 in funds held at bank accounts 
allegedly used to perpetuate COVID-19 unemployment fraud, announced U.S. Attorney Andrew 
Murray.  The federal seizure warrant was executed by U.S. 
 
Court documents allege that the scammers carried out the fraud by using identity theft victims’ 
Personally Identifiable Information (PII) to apply for unemployment benefits online. Then, at the 
direction of the fraudsters, bank account holders were directed to receive the fraud proceeds and to 
conduct financial transactions with those proceeds, or to transfer the money to other bank accounts, 
often located overseas.  In many instances, the bank account holders that received or made transactions 
with the stolen funds were not aware they were being exploited to carry out financial fraud. Rather, as 
the filed affidavit alleges, in many instances, the individuals who opened the bank accounts used to 
perpetuate the fraud were led to believe they were involved in online romantic relationships with the 
fraudsters. 
 
Source:  PRAC, U.S. Attorney’s Office Western District of North Carolina, Federal Authorities Seize 
Over $80,000 In Funds Tied To COVID-19 Unemployment Fraud Scheme  
 
Return to Table 
DOL OIG Pandemic Response Oversight Plan 
 
Risks: Unemployment Fraud: Fictitious employer schemes, Identity theft schemes, Personally 
Identifiable Information leasing schemes (loaning of identities for wage-earning and unemployment), 
Employee integrity schemes (SWA employees manipulating claims), Unemployment supplement 
schemes (utilizing unemployment to pay regular wages). ETA - Job Training Programs: Embezzlement 
of job training funds, Ghost participant schemes. EBSA – Pension Plans: Hardship loan schemes (false 
statements to pension plans), Imposter schemes (Impersonation of plan beneficiary for withdrawals) 

https://www.justice.gov/usao-ma/pr/malden-man-indicted-cares-act-pandemic-unemployment-fraud-and-identity-fraud
https://www.justice.gov/usao-ma/pr/malden-man-indicted-cares-act-pandemic-unemployment-fraud-and-identity-fraud
https://www.justice.gov/usao-wdnc/pr/federal-authorities-seize-over-80000-funds-tied-covid-19-unemployment-fraud-scheme
https://www.justice.gov/usao-wdnc/pr/federal-authorities-seize-over-80000-funds-tied-covid-19-unemployment-fraud-scheme
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(p.5). WHD – Worker Standards: Kickback schemes (employees forced to return assessed back 
wages), Attempted bribery of WHD officials. OWCP – Workers’ Compensation: Claimant fraud 
(performing physical activities inconsistent with injury/working and not reporting), Medical provider 
fraud (billing for services not rendered). OSHA – Occupational Safety Standards: Fabricated OSHA 
certifications, Attempted bribery of OSHA officials (p.6). 
 
Source:  DOL OIG, DOL OIG Pandemic Response Oversight Plan  
 
Return to Table 
Advisory Report - CARES ACT:  Initial Areas of Concern Regarding Implementation of 
Unemployment Insurance Provisions 
 
Risks: The OIG is concerned ETA and the states have not developed sufficient systems to prevent 
fraud during initial eligibility determinations and detect fraud if those systems fail; State systems that 
allow individuals to file unemployment insurance claims in multiple states during the same timeframe 
using the same personal information, State systems that auto-populate the application with the 
claimant's employment history, making it easier for the claimant to complete the application process, 
but also making it easier for someone to make fraudulent claims (p.6), State systems that allow 
individuals to file claims online using anonymous IP addresses, internet hotspots and stolen internet 
connections, making it difficult to validate the identity of the claimant. Non-state issued prepaid debit 
cards available through retail outlets, provide anonymity to those who are submitting fraudulent claims 
and make it difficult to trace the activity and use of the funds. Inconsistent or unstructured 
communication between state tax and employment departments, making it difficult to validate claims 
using corporate unemployment insurance tax filings (p.7). 
 
Source:  DOL OIG, Advisory Report - CARES ACT:  Initial Areas of Concern Regarding 
Implementation of Unemployment Insurance Provisions  
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