Auditing in a COVID-19 Environment: Lessons Learned from a Global Pandemic

This article aims to summarize some key considerations in
planning and conducting an audit engagement impacted by
the COVID-19 environment, and how we will leverage the
lessons learned from our experiences, for future audit
engagements.
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“The best laid schemes o’ Mice an’ Men Gang aft agley.”
— Robert Burns1
dapted from a line in the poem “To a
Mouse,” by Robert Burns: no matter
how carefully a project is planned,
something may still go wrong when it
is executed. That may well describe
every project during the year 2020.
Travel restrictions, working (and
schooling) from home, social
distancing requirements, and, of
course, technology, have thrown even the most vigilant
planners off their game.

A

As auditors, we take great care in planning and conducting
an audit engagement — in fact, it’s required. Auditing
standards2 and Government Auditing Standards (GAS)3
provide requirements and guidance for planning and
conducting an audit, including obtaining and evaluating
1

evidence, maintaining communication, assigning and
supervising audit staff, and assessing risk. Adequate
planning helps us organize and manage the audit engagement to ensure the audit team performs its work efficiently
and effectively. Planning also allows us to properly staff and
supervise the engagement team, establish communication
protocols, identify and dedicate appropriate attention to the
highest risk areas, and timely mitigate potential problems.
But, auditors beware! Planning and conducting audit
engagements amid the COVID-19 environment has pushed
even the most creative auditors to the brink of our imaginations. And let’s face it: speaking as auditors, we will be the
first to admit that we are not the most creative or
imaginative group of professionals. We are driven by
numbers, documents, and facts rather than the creative
mind of a Madison Avenue advertising executive.

From the poem “To a Mouse” written by Robert Burns and published in his book Poems in 1786.
Audit and Attest Standards, Including Clariﬁed Standards, promulgated by the American Institute of Certiﬁed Public Accountants (AICPA); https://www.aicpa.org/research/
standards/auditattest.html.
3
United States Government Accountability Office, Government Auditing Standards (July 2018), https://www.gao.gov/assets/700/693136.pdf.
2
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nents, and organizations across the country issued
stay-at-home orders.

In the wake of this pandemic, we have had to assess our
new reality and revise our approach to executing even the
most fundamental procedures. In collaboration with
auditees, we developed contingency plans that included
Using Eyes to Listen and Ears to See
leveraging technology (e.g., government-approved
Two of the most fundamental procedures auditors employ
video-conferencing platforms) to continue executing
to obtain audit evidence are inquiry and observation. Inquiry inquiries and observations in a virtual “face-to-face” envitypically involves the auditor conducting oral discussions
ronment. We submitted written questionnaires to confirm
with auditee personnel who are responsible for processing
the design of key internal control activities and obtain
key transactions and performing specific internal control
documentation to provide evidence of implementation and
activities. However, auditors must corroborate evidence
application of internal control activities. We even used live
obtained from inquiry; therefore,
video conferencing and
we may supplement inquiry
time-stamped photos to
with observation. This involves
verify the physical existence
the auditor observing personnel
of capitalized assets,
actually performing their
including buildings, vehicles,
responsibilities, including
and equipment. We also
related internal control activities,
delayed certain audit
“In March 2020, our ability
in the normal course of their
procedures; such as,
duties. Through both inquiry
to conduct in-person inquiries
observing or conducting a
and observation, we seek to
physical inventory count, so
and observations at the auditee’s
understand the business
organizations could
place of business was crushed by
process and how personnel
implement safety protocols
perform related internal
to allow limited in-person
the impact of COVID-19.”
control activities.
procedures to resume.
Auditors often conduct inquiries
While executing these
and observations in-person
revised approaches, we
at the auditee’s place of business. This allows us to interact learned that some were just as effective — and more
directly with personnel in their normal environment,
efficient — than our traditional approaches. For example,
establish a rapport, and identify and immediately follow up
using a virtual platform to observe personnel performing a
on observed or potential risks.
simple process allows us to limit our in-person observations
to more complex processes. Questionnaires that confirm
For example, imagine an accounts payable technician
processing vendor invoices for payment in the organization’s the consistency of a stabilized business process and
related internal control activity allow us to focus more time
financial management system. The auditor sits next to the
on emerging business processes and controls. Going
technician at her desk and watches as she process a few
forward, we will continue to use virtual procedures to obtain
invoices. The auditor also asks the technician to explain
audit evidence where it makes sense.
what she is doing, then interjects with follow-up questions
to clarify the process and the related internal control
But don’t get too excited — there will always be a need for
activities the technician is performing. During this session,
an auditor’s physical presence. We will conduct in-person
the auditor may identify a risk, such as the ability to process inquiries and observations for processes that are high risk,
the same invoice twice, and ask specific questions to
as well as processes for which components have impleunderstand how the technician has addressed and mitigated mented corrective actions to address findings noted in prior
this risk. The auditor may also pick up on nonverbal cues,
audits. For capitalized property and inventory, we will
such as body language or facial expressions, which may
resume in-person procedures in order to personally verify
provide important context to the language used and
both the existence and completeness of these assets. We
process demonstrated.
will also conduct in-person fraud interviews designed to
identify and assess fraud risks and determine appropriate
In March 2020, our ability to conduct in-person inquiries
procedures in response to these risks..
and observations at the auditee’s place of business was
crushed by the impact of COVID-19. The President issued
national emergency declarations, the Secretary of Defense
issued travel restrictions for Department of Defense compo-
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well as those in strategic locations. As one example, audit
organizations may consider hiring a team member whose
primary residence is closer to an auditee’s major inventory
control point or payment processing center, thus reducing
travel costs when auditors must be physically present to
perform their procedures.

Answers Questioned
Communication is not only essential to the success of an
audit engagement; it is also a requirement. Auditing
standards and GAS require auditors to communicate various
matters to management and to those charged with
governance, such as: (1) the auditor’s responsibilities
regarding the audit, (2) significant findings or issues from
the audit, (3) uncorrected misstatements,4 and (4)
deficiencies in internal control.5 For certain matters, the
standards require these communications in writing; for
other matters, these communications can be oral. COVID-19
has had little impact on these required communications;
however, it has impacted communications beyond those
required by the auditing standards.

During the auditor’s visit, the agency typically blocks off a
period of time to accommodate the auditor’s procedures
and often is available for spontaneous discussions.
However, auditing via screen-sharing means that, once the
session concludes, component personnel close the virtual
platform and return to their daily duties. If the auditor later
identifies follow-up questions, the auditor often must
schedule another meeting and/or submit formal questions
to obtain responses, resulting in reduced efficiency. This
loss was more pronounced in the early days of virtual
auditing; however, it has improved as we adapt to our
virtual reality.
We have learned that it is actually easier and quicker to
initiate an impromptu virtual meeting than it is to schedule a
face-to-face meeting. Participants are already online and
don’t need to relocate to a physical conference room.
Virtual meetings also allow for more stakeholders to
participate — there is no need to limit attendance due to
physical size constraints. We have also experienced

COVID-19 also presented challenges for supervising audit
staff while in a virtual environment. Auditing standards and
GAS require auditors to supervise audit engagements.
Specifically, GAS states, “The audit organization should
establish policies and procedures that require engagement
team members with appropriate levels of skill and
proficiency in auditing to supervise engagements and
review work performed by other engagement team
members.”6 COVID-19 created challenges for audit organizations in the way we met this important requirement.

increased responsiveness simply because a screen-sharing
session allows everyone to focus closely on the information
being discussed.
Audit organizations benefit from developing and implementing well-designed communication protocols that
address matters beyond the required communications.
These protocols help establish clear lines and methods of
knowledge transfer between auditors, auditees, and other
stakeholders. COVID-19 has certainly demanded that we
modify our protocols, but in several ways, it has also
improved audit communication. In the future, many of the
communication protocols that we adapted or created in
response to the pandemic will benefit everyone as we
return to in-person activities.

Welcome New Opportunities
While challenging, our experiences in this virtual reality
have also revealed new opportunities, especially in the
areas of workforce recruiting. Prior to COVID-19, audit
organizations may have focused their recruiting efforts on
local resources, with the expectation that audit team
members physically work at the office each day. Physical
location now seems less important. After all, we are all
working remotely, even if we are just across the street from
one another.
Now more than ever, audit organizations have the
opportunity to shift away from a centralized workforce and
recruit and hire team members that reside nearly anywhere
in the country. This offers an increased flexibility to attract
individuals with varying perspectives and experience, as

5

AU-C §260 The Auditor’s Communication With Those Charged With Governance; https://www.aicpa.org/content/dam/aicpa/research/standards/auditattest/downloadabledocuments/au-c-00260.pdf.
AU-C §265 Communicating Internal Control Related Matters Identiﬁed in an Audit; https://www.aicpa.org/content/dam/aicpa/research/standards/auditattest/downloadabledocuments/au-c-00265.pdf.
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Although many of us look forward to the day when we can
physically return to the job site, remote work is here to stay
in one form or another. Audit organizations will continue to
leverage technology to manage and supervise audit
engagements and team members, but at its core,
leadership persists.

Beware of Changes in Risk

We must also keep in mind that it is not just audit organizations that had to find new ways of operating. Agencies also
had to quickly adapt to the COVID-19 environment. In
Audit team members have traditionally learned many tricks
conducting risk assessments, auditors need to consider
of the trade and received both formal and informal on-thehow the organization’s operations have changed and how
job training from their peers and supervisors while working
these changes affect risk — particularly internal control risk
in the same physical office or
and fraud risk. The
while on site at the auditee’s
Government Accountability
location. With the jobsite turned
Office’s Standards for
virtual, new and less-experienced
Internal Control in the
audit team members — the
Federal Government 7
future leaders of audit
(known as the Green Book)
organizations — have lost the
provides criteria for
benefit of face-to-face interaction.
designing, implementing,
“COVID-19 has certainly
and operating an effective
The knowledge-sharing and
demanded that we modify
internal control system.
teamwork that naturally occurs
Auditees may not have fully
our protocols, but in several
among team members when
considered how their
physically co-located is difficult
ways, it has also improved
operational changes impact
to replicate in a virtual
audit
communication.”
each of the five components
environment. Therefore, it
of internal control and the 17
became extremely important
underlying principles that
for supervisors and
comprise these standards.
more-experienced team members
As auditors, we must underto focus creatively on strategies to help develop
stand how changes in operations impact each component
less-experienced team members.
of internal control and modify our risk assessment
One silver lining from this pandemic is that it has occurred
accordingly. We must also ask auditees if they have
during a time period in which technology enhances our
reassessed their internal control and fraud risks.
ability to remain connected. Fortunately, 21st century
Improvise, Adapt, Overcome8
advances in technology have allowed us to provide the
same supervision and review of team members’ work while Those of us with military backgrounds — especially Marines
also achieving some of the benefits of working together
— are familiar with this adage. So, keep in mind some final
in-person. Virtual platforms, screen-sharing, and cloud
thoughts regarding this new and challenging way of
computing provide us options to share files, collaborate in
planning and conducting audit engagements: improvise
performing audit procedures, confer over questions, and re- through technology and questionnaires; adapt with
view the results of audit procedures.
6

4

Through our virtual experiences, audit supervisors learned
the value in holding frequent team meetings and conducting
daily check-ins with the auditors reporting directly to them.
This helps reinforce engagement objectives and expectations, timely address team member questions, discuss risks
and potential findings, and monitor progress toward
completing assigned audit procedures.

Leading Is Succeeding

Prior to COVID-19, when auditors conducted inquiries and
observations in-person, the auditors and auditees were
able to readily exchange information during the auditor’s
visit. This also allowed for informal communications that
helped provide further context.
For example, after observing the accounts payable technician process a vendor invoice for payment, the technician
may escort the auditor from the technician’s desk back to a
central location. During this time, the auditor and technician
may further discuss a particular portion of the process,
providing the auditor with meaningful insight beyond what
was formally observed. Later in the day, after reviewing the
screenshots and other documentation the technician
provided, the auditor may have follow-up questions. The
technician can readily address these questions while the
information is fresh in both their minds.
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8

Government Auditing Standards, Section 5.36; https://www.gao.gov/assets/700/693136.pdf.
United States Government Accountability Office, Standards for Internal Control in the Federal Government; https://www.gao.gov/assets/670/665712.pdf
Well-known U.S. Marine Corps adage. In particular, spoken by Clint Eastwood as Gunny Highway in Heartbreak Ridge, 1986, Jay Weston Productions.
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well-designed communication protocols, strategic workforce
recruiting, and modified risk assessments; and overcome
through persistent leadership.
Throughout history, failures and disasters have resulted in
improvements. This pandemic is no different for us as

auditors. By leveraging the lessons we have learned from
our experiences, we are increasingly ready to deal with
unforeseen obstacles, challenges, and changes. We expect
them. We’ll keep moving forward and keep improving.
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